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Abstract

A comparative study between a Naive Bayes spae fliat uses word-based
tokenization and a Naive Bayes spam filter thas isgram-based tokenization was
conducted. A word-based and a trigram-based sptersfivere implemented using the
same classifier and trainer differing only in thkenization scheme. The study
compared the efficacy of both filters using the saat of emails for training and testing
whilst employing performance measures common imipos research in spam filtering.
Results of the study were in-favor of word-baseahsfiltering when the amount of pre-
categorized emails available for training are lediend when the resources available for
the classification process were limited as wellghian abundance of resources available
and a sufficient amount of emails, results sugtiesdttrigram-based spam filtering is

more suitable due to its higher reliability and@ecy.
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1. Introduction

Email is perhaps one of the major selling pointthefinternet. With the growing
popularity of the Internet and the increase ingtieption rate, the issue of
maintaining email systems is — without doubt — aayishajor concerns to server
administrators. Many businesses are starting tem@pompletely on email for
communications with the outside world and thera ggeat interest in providing
efficient infrastructure that is capable of hanglthe anticipated load increase on
mail servers. However, the increasing popularityasthe biggest concern to mail
server administrators. Spam — also known as untgalielectronic mail — constitutes
a major hurdle on mail servers with recent repBtsvers & Harnett, 2008)
estimating that roughly %80 of all electronic maispam. Spam puts a great strain
on the IT infrastructure of businesses consumiegipus network resources and
affecting the productivity of end-users. This -effect — raises the budgetary
requirements for maintaining an email system as agehffecting the overall
throughput of businesses with a recent article @Rishb2004) estimating that spam
costs business $874 worth of productivity per erygdoper year. Moreover, spam
has been recently used to spread malicious softaratghishing scams causing
security concerns regarding the use of emalil innesses.

Spam is proving to be a very popular medium tcstjoeable and
controversial businesses. This is mostly due tactmeparably low cost associated
with sending spam. Unlike unsolicited snail mailigthcosts advertisers printing
and postage, spam uses compromised computers knaiam as botnets — and other
dubious means to send spam lifting the burden sff from the sender/advertiser to
other unsuspecting victims as well as the recifsearhail system (Bowers &
Harnett, 2008). The extremely limited cost assedatith sending spam allows
advertisers to ignore the extremely low rate aimeion advertisement campaigns —
which was estimated by a recent study (Kanéthgl, 2008) to be around 1 sale per
12,500,000 emails or %0.00001 — by sending spaemtiemely large numbers.

There is without doubt a great need to fight spaincrease the usability of

emails and to prevent the damaging effects of gpaimusinesses. Some (see
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Goodmanegt al, 2005) have suggested that a solution to the pnolbbould be to
shift some of the burden on to the sender by chgrgionetary or computational
resources. Such suggestion, however, is hard iexaelvithout introducing a major
change in the way email is handled and would sulesgty require the compliance
of all email server administrators on the Intemnbich is obviously hard — if not
impossible — to achieve given the size of the hgerHowever, filtering spam at the
destination is becoming an attractive option toiesgver administrators. Although
the burden on network resources is not affectefilteying, the usability of the

email system increases which is of a higher impoea- given the currently low
cost of bandwidth and computational resources. €uiased filtering that
distinguished spam messages from legitimate on@®isng to be an attractive
alternative solution. Machine learning — in pargcu- have proven to be an
effective approach to identifying and filtering spaspecially when considering the
fact that the characteristics of spam and the naistiiged in spamming is
continuously evolving to adapt to the limits andtrigtions set by email server
administrators (Bratkaet al, 2006).

Various machine learning techniques have been gempto identify and
filter-out spam such as rule-learning (Cohen, 198@)ve Bayes (Sahanat al,
1998), Decision Trees (Carreras & Marquez, 200appsrt Vector Machines
(Drucker,et al, 1999), Memory-Based Learning (Androutsopou&isal, 2000a),
or a combination of these techniques which areeatiy used by real-world filtering
software to identify and filter spam. For instanSpamAssasinuses a combination
of IP address blacklists, Bayesian filtering, oalgatabases and checksum-based
spam filtering. Other examples include SpamBagpes Bogofiltef which both use
a Nailve Bayes approach to filtering spam. The bamicept behind these
techniques is in the classification of emails usrtgained classifier that can
automatically predict that a certain message imsdher than use manual
classification which would — in return — resultimecreased filtering performance and

better usability (Lai & Tsai, 2004). The classifassigns a class label described by a

! See http://spamassassin.apache.org
2 See http://spambayes.sourceforge.net
% See http://bogofilter.sourceforge.net
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set of attributes using data analysis and pategagnition. The difference in the
above mentioned approaches lies in the differamttfanal representations used
which would in the end result in class labeling.

In general terms, spam filtering is a special a@ddextual categorization
where the categories are spam or ham (legitimbt@ther words, we can think of
spam filtering as a real-world application of autded text categorization (Zhareg,
al., 2004). Text categorization can be defined as ptioblem of assigning
predefined categories to free text documents” (Y4899, pp. 69). However,
Carreras and Marquez (2001) argued that because apdham are the direct
opposites of each other, the problem of spam ifieatiion is not an issue of
identifying where a message lies in the two classgsather in identifying whether
a message belongs to a single class which is dpantifying a single class would
allow us to test the efficiency of various filtarsing common performance measures
such as the precision, the recall rate and otlfesse think of text categorization in
the context of machine learning, we will find thia¢ underlying idea is very similar
to latent semantic analysis (LSA) and probabilittent semantic analysis (PLSA)
in natural language processing (see Wikipedia, @01 Wikipedia, 2008b) in that
machines are trying to analyze the relationshigvbeh documents based on the
terms contained within them. LSA uses the Vectacgpviodel (Salton & McGill,
1983) to represent text documents through the tigeabors of index terms.
Similarly, the Naive Bayes approach makes usenoifai vectors as document
identifiers. However, whilst Naive Bayes is useddtegorize documents into
categories based on the score they achieve frobapiigstic comparisons of
vectors, LSA and PLSA builds relationships betwdeouments for use in the
semantic understanding of text.

Spam is easy to classify. If we consider the cdrtéspam messages we
will notice that they revolve around a typical e&topics. According to messages
passing through the Symantec Probe Network (Bo&eéfarnett, 2008, pp. 4),
Internet spam constitutes the majority of spam darnihg the month of November
of 2008 with %22 of all spam belonging to this gaiey. This includes spam

advertising web-hosting, web-design, and spamwaiasely following Internet
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spam is spam related to products at %18 which dedwadvertisements related to
general goods and services. Similarly, financiansgonstitutes %18 which mainly
advertise services that are related to the financé as credit reports, loans,
properties and penny stocks. Surprisingly, themdias health related spam comes
fourth constituting %16 of all spam. Health relagpém includes spam that
advertises pharmaceutical products and herbal neseficams which use fraud and
misguidance such as the Nigerian letter — also knasvthe Nigerian 419 scam —
comprise around %7 of all sent spam. Closely falhguscams are adult-based spam
and leisure spam at %6. Adult-based spam advetieesive products and services
of an adult nature whilst leisure spam advertisesrds and prizes that are often
associated with online gambling. Phishing attack&wtry to fraudulently retrieve
sensitive information from the recipients compaseund %4. Finally, political

spam comes last at %3 which includes donation pledgd campaign
advertisement.

If we analyze the content of spam messages, haangidered that they fall
around the above mentioned topics, we will notice tifferentiating spam from
legitimate emails merely involves the analyses ofds or phrases commonly used
to promote products and services in these topicstHer words, the syntactic
analysis of content using Bayesian or other meéstatstical analysis could result
in the successful categorization of messages pamsr ham. This is mainly due to
the fact that European languages follow a Zipfimtrithution as noted initially by
Zipf (1949) and later by Shannon (1951). For insganvhen considering the English
language, some words appear frequently in the soop&nglish texts such as “the”,
“of”, “to”, and “and”. These are mostly preposit®and definite and indefinite
articles. However, most English words appear imcgc&requency. This allows
messages to have a certain amount of uniquenassates with it stemming from
the use of a limited set of vocabulary that we @ssociate with topics rated as spam
or non-spam. This uniqueness would give us thelikyao relate received
messages with a certain topic based on common veornolsrases found in the text
of these messages. For instance, if we receivenaii that contain the words

” oo

“cheap”, “Viagra”, “buy” and “click” we can infer wth a great amount of
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confidence that this message is an advertisemeatfbarmaceutical product which
is almost always advertised by spamming millionsmohil users. Similarly with
phrases, phrases such as “click here”, “buy chaagr&” and “no prescription
required” can be used to identify that the receimedsage is spam. For us to be able
to make these assumptions the classifier requia@sng with email previously
classified into spam and ham to allow us to estntlad¢ probability of a message
belonging to a certain category based on its vector

An often ignored and very important part of spaltering is the analyses of
email headers. Although the spammer community héed to forge these headers
by including fake data, RFC 5321 (Klensin, 2008]) #re now obsolete RFC 2821
(Klensin, 2001) require mail servers to add thecé&teed” tag describing where the
mail originated, what software was used to harukeeimail, and to whom the
message is addressed to. These tags are addedmasdsage travels from one mail
server to the other until it reaches the destinatierver. No matter how forged these
tags are, at least the last parts will be legitenahich would be very useful for
statistical analysis. Even if we take into accahetfact that there is a large number
of botnets or zombie mail servers used and abugsgdmmers, the traces left by
the “Received” tag could be used in training thessifier and assisting it in
recognizing that a certain message originating fegparticular IP address or
domain is almost always spam by including the I&res or the domain in the
training corpus with a high probability associatéth it. Similarly, other tags such
as the “Return-Path”, “From”, “Reply-To”, and tdesser extent even “To” could be
used in the identification of spam. Although mapgrsamers use randomly
generated addresses in these tags, the possibditya spammer would use the same
address over and over again is not to be overladkadinstance, certain spam
messages that are considered phishing attackslag#imate-looking email address
and repeatedly use the same address in subsediaeksan an attempt to fool the
user that the origin of the message is legitimdi@eover, hijacked email accounts
are sometimes used to send spam from legitimateseraiers. The use of these tags
would help identify the hijacked account and filkert future messages if the filter

was trained to treat mail from that account to fiens. The “Priority” tag is an
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important indicator that an email might be consedespam. We have noticed that
spammers are often using the “Priority” tag andirsgit to “high” to alert users that
their messages are important in the hope of gainatigr exposure. Although some
legitimate emails do use the “Priority” tag, it tdie used — depending on the user
— as an indicator of the possibility that an ensadpam. The “Subject” tag is
perhaps the most useful in identifying spam. Birsticontains key words that are
often used in spam to alert users to their prodastsservices. Additionally, the
language used in the subject line is human readabteas such, it would allow us
make use of pre-calculated probabilities assignesards or phrases taken from the
body of emails in the categorization of email isf@am.

In a paper published by Microsoft researchers (@alet al, 1998), a
Bayesian-based approach to spam filtering was ssrliand evaluated. The
approach made use of the Bayesian theorem by twkgniords contained in email,
classifying them based on a corpus of words intmspnd ham emails as feature
variables, and predicting the probability of messalgeing spam or ham based on
the combined probability of feature variables ia thceived message. The approach
basically applied the Bayesian network into a dfeesgion task. Additionally,
Sahami and others (1998) used both words and Ehirasiee tokenization stage and
testing whether the filter improved as a resulisihg the combination. They then
added domain specific properties and evaluateeéffieetiveness of the resulting
spam filter. Domain specific properties — whetlextaal or non-textual — are added
as feature vectors in a similar methodology uset words and phrases. Properties
such as a message originating from a domain nadiaegewith a “.edu” or the ratio
of non-alphanumeric characters in emails are usedrfagainst the classification of
mail into spam or ham. Sahami and others (1998] tis= Space Vector Model
(Salton & McGill, 1983) to represent messages asife vectors whereby every
dimension corresponds to a word in the entire cogdlseen messages. Moreover,
they employed an analysis based on the Zipfianitamwhich words or phrases
appearing less than three times are regarded asghétle discriminating power
associated with them. Table 1 shows the resul&bbimi and others (1998).
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Junk Legitimate

Feature Regime Precision| Recall| Precision, Recall
Words only 97.1% | 94.3% 87.7% | 93.4%
Words + Phrases 97.69 94.3%87.8% | 94.7%

Words + Phrases + Domain-Specific:LO0.0% 98.3% 96.2% | 100.0%

Table 1: Classification results using various featets (Sahamét al, 1998)

Although their method showed some positive resthisy indicated a rather
unacceptable rate of false positives that hurteléworld usability of their
Bayesian-based spam filtering implementation. Btpegment showed a great
potential for identifying spam, however, the potainio misclassify legitimate
messages into spam was large enough to be ovedoAleitionally, when
comparing the words only feature regime with thedsand phrases feature regime,
we could assert that little correlation existeda®en the two tokenization
approaches subsequently questioning whether thefygeases in tokenization was
worthwhile.

Graham (2002) in his essay “A plan for spam” indejsntly researched the
use of the Naive Bayes to predict the probabilitgroemail being spam or ham and
came up with a simpler more refined implementattich showed much more
encouraging results. However, the underlying idgaains similar to what Sahami
and others (1998) have discussed. Rather tharsthefipublicly available emails,
Graham noted that the algorithm implementation usedsaged from his own
mailbox. This allowed the classifier to be traine way tailored to the kind of
messages he receives ruling out any message abumpitdne never receives such as
porn and the like. Graham reported that out of 1€}¥m emails, his algorithm
missed 5 emails with O false-positives. In a latesay Graham (2003) refined the his
implementation whilst maintaining the same genapgroach to classifying emails
using the Naive Bayes and subsequently reachaghartpotential for positively
identifying spam and a very marginal level of faghesitives. Moreover, Graham
(2003) brought attention to some of the differeroetsveen his approach and
Sahami and others’ (1998) approach. He pointedhaitwhilst the underlying
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application of the Naive Bayes was similar, varimethodological steps where
guestionable such as ignoring the important hepalrof emails and using a low
number of spam in the training and testing of thplemented algorithm. Robinson
(2003) discussed the use of the Naive Bayes in $ijtanng and suggested ways to
deal with rarely occurring words in the corpus wfadls. He pointed out that rare
words often carry an over-exaggerated probabiitydering them useless in the
categorization of email. Graham dealt with the éssfirare words by ignoring them.
Robinson, on the other hand, suggested includrgjculation of the degree of
belief in the statistical analysis of tokens. BBibbinson and Graham mentioned
that phrase-based tokenization of email contenghifiave a higher potential for
identifying spam. Graham (2002) concluded that stlphrase-based tokenization
might be an attractive option to increase the bdltg of Bayesian-based spam
filters, words showed sufficient precision for hiseds.

As we have previously mentioned, the Zipfian dsttion of the English
language and the resulting uniqueness associatedave words in the content of
text allows us to identify that a certain messagjergs to a particular topic and
subsequently classify it as spam or ham. Lyon dhers (2006) noted that whilst
words could be used as a unique identifier of texams and trigrams carry a
substantially more precise uniqueness and as saaldwllow a classifier to
identify text more accurately. The Ferret progrduyof, et al, 2006) developed to
identify plagiarized text offline showed encouragnesults pointing out that
trigrams allowed the Ferret to identify plagiarizedt more accurately due to the
higher level of discriminatory potential associatgth trigrams. It is worth
mentioning that trigram in the context of this repefers to three consecutive
tokens (or words in our case) rather the commosgduwefinition referring to
trigrams as three consecutive letters. The resefiisrted by Sahami and others
(2998) concurred with the findings of Lyon and oth@006) showing an increase
in the accuracy of the Bayesian spam filter whende@re combined with phrases.
Although the difference between the results obgkwi¢h only words and the
results observed with the combination of words piméses was marginal, the

difference might point to the possibility that &felient implementation taking into
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account the assumptions of Lyon and others (200ghtwield more noticeable
differences. Additionally, Sahami and others (19@&gnized words and phrases in
a single test-run which would not allow us to cdefitly make assumptions on the
effect of phrases on the accuracy of the Naive Bapam filter.

Given what we have mentioned above, we hypothéisaehe use of
trigrams in the tokenization of email contents vebinicrease the accuracy and
reliability of the classifier due to the higher eotial for discrimination associated
with trigrams and as a result the efficacy of Béyedased spam filters would
increase. This project aims to compare the efficd@y Bayesian-based spam filter
when single words where used in tokenization andnathigrams where used. The
comparison will be done by implementing a Naive &aglassifier using two
different tokenizers. The first tokenizer uses Engords whilst the second
tokenizer uses trigrams (three-word phrases). fablé approach to trigram-based
tokenization will be developed. The classifier wbbke the same in both instances.
The implementations will use a public corpus ofrsfnd legitimate emails and will
test the two implementations on a live set of esnfadm the same corpora of emails.
The results will be analyzed and any findings wéldiscussed thereto.

The reminder of this report is structured as foBo@hapter 2 discusses
previous work that compared the efficacy of thevdd@ayes classifier and other
research related to this project. Chapter 3 desstibve tokenization of emails and
the dataset used as well as any preprocessingtatepsto prepare the data. Chapter
4 describes the Naive Bayes classifier as welh@agraining and classification of
emails. Chapter 5 discusses the experimental sttilne project and the evaluation
methodology used. Chapter 6 reports the analysessaofts. Finally, chapter 7

discusses the findings and concludes the report.

2. Related Work

As mentioned before, Graham (2002) and Robinso@3Rpointed out that the use
of phrase-based tokenization might yield more diffedilters. However, little
formal research attempted to test out whether pHpased tokenization could

improve a Naive Bayes classifier. Sahami and otfi€©38) compared tokenization
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with words only and with a combination of words qidases. Their approach was
not directed towards testing the effect of phrasasked tokenization and as such
little could be concluded from the result of thewrk. However, the slight
improvement in the efficacy of the filter might pbus to the underlying positive
influence of phrase-based tokenization.

Lai and Tsai (2004) compared the performance abuarmachine learning
methods for spam email categorization. Their resshbwed strong evidence that
header information improved the filtering perforrarof all the tested classifiers
whether they were based on a Naive Bayes methoglologther methodologies
such as Term Frequency-Inverse Document Frequertt$apport Vector Machine.
Additionally, stemming had no effect on the perfarmoe of spam filters. Stemming
refers to algorithms that reduce words to theieb@sroot and is a concept generally
used in search engines and indexing. Moreover, ientested the filtering ability
based only on the subject or the body of emailsr performance was observed. As
such, the results from the study strongly suggetstedise of all information
contained in the email from the header to and atolgithe body.

A study on web search (Johnsenal, 2006), investigated the effects of
bigrams and trigrams. Although the problem domditihe study is not relevant to
our project, the results from the study showed gadatators that bigrams and
trigrams are more suitable identifiers of text, asdsuch, they qualify as high
quality discriminators in text categorization. Jsbn and others (2006) referred to
previous research in natural language processifayor of the use of phrases due to
the higher meaning conveyed in them as opposeddgtesvords. They concluded
that bigram and trigram based search queries inggrthe efficacy of searching.
Moreover, another study by Lyon and other (200@)nexed the use of trigrams in
the identification of plagiarized text. Based oa #ssumption that the English
language follows a Zipfian distribution (1949), ltyand others (2006) used
trigrams for tokenization. By analyzing corporaext from TV news, Federalist
Papers, and the Wall Street Journal, they showagdrigrams provide a high
measure of uniqueness suitable for text identibcatAdditionally, they noted that

this observed phenomenon is not unique to Eurofaemuages and that trigrams

Page 11



made from Chinese terms share the same level qtieness observed in the
English language. Lyon and others (2006) testeddénatification of plagiarized
programming code using text identifiers based mnam tokenization. Rather than
using English words, they used programming codéasyic structures as the bases

and reached encouraging results with zero falséipes

3. Tokenization

Almost every real-world application of the NaiveyBa uses word-based
tokenization. Tokenization is the activity of cansting a vector representing the
content of email. The constructed tokens are censdlthe vector attributes of
messages and their frequency ratios are used ratbelation of probabilities
during classification. Deriving tokens from messagea multi-stage preprocessing
task in which text is filtered according to spesgficriteria and grouped into a dataset
accessible to the classification function. Two soég of tokenization where
implemented. A word-distribution based tokenizatiomvhich every word is
considered a token and a trigram based tokenizatiaich every 3-word phrase is
considered a token.

The two implementations preprocessed the emaddraa the same way. As
we mentioned earlier, the header part of emailsides some strong incriminating
evidence that could not be overlooked without diifecthe accuracy and reliability
of spam filters. Particularly in relation to tReceivedag, header information
contains real identifying and unique informatiorspiée the attempts by spammers
to forge these headers. For instance, in our piedirg analysis of spam emails, a
substantial amount of emails containedexeivedag pointing tdocalhostas the
source MTA (Mail Transport Agent). Tokenizing tReceivedag would strongly
support the conclusion that an email originatirapfrthelocalhostMTA is spam.

Five header information tags were taken into caersition during
tokenization (See Appendix A). They wh&eceivedMessage-idFrom, Subject
Content-typeandContent-charsetTheReceivedag includes information pertaining
to the path the message took until it reached dséirtation MTA. Interesting

information that can be extracted from Receivedag is the IP address and
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hostname. Some MTAs include both the IP addresshanbdostname when
constructing th&keceivedag. However, there were instances where the IReadd
of the source MTA does not resolve to a hostnam¢hdse instances, either the
hostname was tokenized or the IP address depeaditige available information in
the tag. Although RFC 2821 require MTAs to inclddeReceivedag in relayed
messages, malformed headers that do not adhdre spécifications set by RFC
2821 are tolerated by various MTAs. Malformed hesdee strong indicators that
an email is spam and as such mis$tegeivedags are given a special token to
indicate that the message did not ha¥eaeivedag in its header information. In
typical circumstances; however, the IP addressoanikdé hostname was tokenized
and given a special prefix “recv-ip:” and “recv-hdso differentiate these tokens
from tokens found in the body of emails.

Similarly, theMessage-idag could be used to identify bad or good sources
of emails. Most MTAs include a unique generatedsags id to every message sent
from it. TheMessage-idag is split into two parts. The first part isengrated string
unique to the sent message. This will almost alvilyanique and have a frequency
ratio of 1/n and as such would not be useful tdHesvever, the second part of the
Message-idncludes a string unique to the MTA that sentrtiesssage. Typically,
the second part of thdessage-ids the hostname of the MTA, however, this is not
always true. What is important for classificatigrthe possibility of including
information unique to the MTA that could help uggict whether a message is
spam or ham based on the source MTA. Mlessage-idvas tokenized and given
the prefix “mesg-id:”.

Moreover, theFrom tag was tokenized and given the prefix “from-refr
the real name of the sender and “from-addr:” feremail address. THegomtag —
and any address in the header part of emails —tnmglude the name of the sender
as well as the email address and as such bothtale¥e into account during
tokenization. Additionally, some malformed messagéght not include th&rom
tag and this is almost always an indicator thatniessage is spam. A special tag
“from-addr:none” was given to indicate that the sagge did not haveRromtag in

the header part of messages. Although the posgithiat an email originating from
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the same sender is dismal at best, we chose igrdee such indicator that a
message might be from a spammer. We have obsanmdeikperience that some
spammers use legitimate MTAs with real accountsémding spam messages.
Given a sufficient amount of spam from the same&leem the training corpus, we
could predict that this account is used by spammaedsclassify any future messages
from this account as spam. Similarly, a legitimeg¢ader who frequently sends
emails to the user could be flaged as an indidhttrthe message is ham. This
concept is very much similar to rule-based blatikigsand whitelisting, however,
employing automated statistical methods rather thanan-generated rules.

Because of the human-readable nature of text foutite Subjecttag.
Tokenization of this tag was done during the bakehization stage based on
whether we implement a word-based or a trigram-db&sieenization scheme. The
prefix “subj:” was given to tokens taken from tBabjectag. Content-typend
Content-charsetire useful indicators especially when legitimagssages are
almost always non-HTML formatted. It is a knowntfdtat spammers often use
HTML formatted messages, image attachments, andAS®i1 characters to fool
text-based spam filters. Including information paring to the content-type and the
charset used allow us to include some possiblyuligedicators into the training
corpus and in message classification.

Other header tags such&s Delivered-To CC, BCC, Importance and
Sendemwere ignored. This is mostly due to the fact thay carry little to no
statistical significance as noted by the SpamBaygesributers (Meyer & Whateley,
2004). TheSendelis almost always identical to tlk@om tag and thd o and
Delivered-Towould carry a frequency ratio near 1. Similarhg Importancetag is
almost always forged by spammers to various leieelsol current spam filters and

as such they lost the once important indicatiorabéipy.

3.1 Word-based Tokenization

Tokenization of the email body based on word dsition is simply done by
collecting words that are separated by white-spasbether the white-space is a

space, a tab, a carriage return, a new-line charactombination of white-space
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characters, or multiple white-space characters Apgendix B). Prior to splitting

the body of a message, several preprocessingatepaken to filter out the
irrelevant content which mostly consists of nonkalpumeric characters. Almost all
non-alphanumeric characters are replaced by a gacacter. This in effect
removes any non-alphanumeric characters from thg bbthe email. Some non-
alphanumeric characters are kept such as “$",**1),and “%”. These are kept in
the body of emails because of their high associatiith words and numbers used in
spam email. For instance, we have observed trataflspam mention the pricing of
their products and in an email inbox that receteetinical/non-commercial
messages, a price might indicate that the recenesbage might not be appropriate
for the user’s inbox. Similarly with the exclamatimark “!”, spam often over-use
exclamation marks in an attempt to lure the readerreading their adverts. The
percentage sign “%” is also used by spammers fcatelsavings offered by them
compared to local shops and therefore represenb@ igdicator that a message
containing a percentage sign “%” could be spam. iyphen “-“ is a word
connector. Words that are separated by a hypheoftare considered a single word
and carry a different meaning from the same woeggsated, and as such, it would
make more sense to keep the hyphen rather thanrfdtit out.

The implemented tokenizer deals with HTML as vasllplain-text content in
much the same way. This means that HTML tags apgpsd and URLs are torn
apart into words. This might limit our ability t@@ the syntactic information
contained within HTML encoded messages. Howevehave observed that several
tags such as tH&1G tag as well as HTML attributes suchHRBEF carry a strong
indicator that a message is spam as a substamtalrg of spam includes external
and internal images and links in the body of thaiém

Some emails contain multiple parts (called multymaessages). They were
dealt with as a single block of text and are tokedias such. Multipart-messages
that are base64 encoded are not decoded autorhatidas means that tokenization
of base64 messages is done using unmodified endibelads. Although little
meaning could be derived from an encoded mesdageniqueness associated with

the encoded literals remains unaffected and asweathose to use them for
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analysis. Graham (2002) noted that words thatem®than 3 characters in length
carry little to no statistical significance. As Buour implementation ignored words
that are less than 3 characters in length. Moreaverds that are longer than 12
characters were similarly of little statisticalsilicance and were ignored. Robinson
(2003) and the SpamBayes project (Meyer & Whateé1694) concurred with
Graham'’s conclusion. Additionally, words are auttoaly converted to lower-case
prior to tokenization. This allows words that aapitalized to add to the
significance of non-capitalized words rather thaating them as separate tokens
with their own frequency ratios. This makes serembse capitalization is merely a
grammatical structure that carries no syntactiorimgtion.

3.2 Trigram-based Tokenization

In much the same way, trigram-based tokenizatilovis the same preprocessing
steps taken by the word-based tokenizer (See App&)dBecause we are merely
comparing the improvement (or lack thereof) of$pam filter's efficacy when we
use trigrams rather than words as tokens, mosteopteprocessing steps were
replicated in the trigram-based tokenization. Thdudes separating words based
on white-space, stripping non-alphanumeric charactecluding the “$”, “”, “-*,

and “%” characters, stripping HTML encoded messagdesaling with multipart
messages, and converting words to lower-case. Hayweather than considering
every space-separated word as a token, every Wosephrase was considered a
token. We dropped the lower limit of word lengthct@aracters). This is mainly due
to the fact that whilst in word-based tokenizatwoords less than 3 characters in
length were not significant and carried no sigaifitmeaning, phrases that contain
words less than 3 characters in length contributbé meaning carried by phrases.
For instance, trigrams such as “buy a watch” angy‘twr watch” could appear in
spam and ham messages. The former could be agwlibmtspam messages trying to
sell counterfeit watches whereas the latter mighpdt of a friendly comment by a
legitimate user. Stripping the “a” and the “or” wisrfrom the above phrase would
blur the phrase into something that could be atteid to both categories and as such

the phrases would lose the informative qualitie®ested with them. Having said
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that, words that are longer than 12 charactersfaea either very rare words which
would carry no significance anyway or non-humaradde textual content such as
the reminder of long URLs and such. Therefore hilgaer limit was kept in trigram-
based tokenization. Additionally, some words |é&mt4 characters in length are
purely non-alphanumeric as a result of not filtgrall non-alphanumeric characters.
These words often appear after tokenizing HTML fatted messages. Words such
as ‘I--, and ‘%%’carry no meaning and were filtdreut during tokenization.
Similarly, multiple occurrences of white-space wstrgpped out to a single
occurrence to allow words to be easily separatedgrammatically.

No measures to limit the effect of trigram ovedeqy were taken. A
sentence such as “Click here to buy the watch newetild create 5 tokens “click
here to”, “here to buy”, “to buy the”, “buy the veat’, and “the watch now!”.
Additionally, phrases at the end of the body whigre less than 3 words were not
taken into consideration. This is a limitation we welling to overlook because we
have not came out with a way to deal with two-wand single-word phrases. Such
phrases — even if taken into account — would nailamhenough statistical

significance to be considered.

3.3 The Datasets

Emails used in testing where collected from thelipudmrpus of SpamAssassin

The public corpus is pre-categorized into threegatieseasy hamhard _ham and
spam We only made use of tleasy_hanand thespamcorpora. After examining

the emails contained in thard_ham we found that most of the messages
originated from newsletters and product advertisgmsated emails that had little

to no relevancy to the mailing list of SpamAssasdhnich is the largest contributor

to the corpus. To simulate a real-world email uaerchose disregarding emails that
are categorically different. Although one mightudhat a real email inbox would
typically include a variety of emails from differiecategories, it is not uncommon to
find email inboxes mostly belonging to a handfutategories based on the interests
and profession of the email user. A software dgyale- for instance — would

! Available at: http://spamassassin.apache.org/gttnipus/
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typically receive newsletters relating to recentelepments in the software
industry, questions and support queries from custerand colleagues, and the
occasional social email. Moreover, we found varieomils that we judged as
obvious spam messages included intthl_hamcorpus. This made us hesitant to
incorporate théard _hamcorpus with theeasy _hantorpus into a single ham
corpus. The total amount of emails used in thaitngi corpus and in testing the

classification is summarized in the following table

Corpus| Number of messagedDistribution

Spam 1896 %32.71
Ham 3900 %67.29
Total 5796 %100

Table 2: The amount of emails used in training @sting the classification

The collected emails were sent between the ye&2 a@0d 2003. Although
categorically, emails — and spam in particular s-iat changed much since 2003,
new ways to circumvent word-based spam filters Hmaen identified in recent spam
messages and as such caution should be taken whkimg the findings of this
study in the real world.

The classifier used and compared the accuracy depeon the amount of
messages processed by the trainer. During anadysesqjual ratio of spam to ham
was used in training both the word-based classifiet the trigram-based classifier.
This was intentionally done to limit the possilyilaf a statisticat error (Type-I
error). An uneven distribution of spam to ham asitests might yield higher
accuracy in classifying one class of email agaimstother resulting in what we may
call a false alarm. The following table descrildes distribution of messages used in
the training corpus:

Corpus| Number of messagedDistribution

Spam 948 %32.71
Ham 1950 %67.29
Total 2898 %100

Table 3: The distribution of spam to ham in thénirey corpus during result analysis
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The emails from both corpora (spam and ham) weréamly selected and sorted
into two folders based on their class and were v@udrom SpamAssassin’s pre-
categorized corpora of spam and ham so as notitwcheled in tests relating to the

efficacy of the classification task (See Append)x C

4. The Naive Bayes classifier

Classification based on a Bayesian network is ctemst one of the most effective
due to the high level of predictive performanceested. The classifier is able to
categorize data using pre-fed training data. Tlobaility that a data item with an
attributeA is part of the class lab€lis computed by applying the Bayes rule

whereby every instance 8§ . ,Asthat is part ofC is given a probability and a

combined probability is computed resulting in thhecess or the failure of the
categorization. To use the Bayes rule, one musihasshat every instance Afis
probabilistically independent (i.e. there is noretation between the attributes).
This is obviously not true in many instances. Hogrethe results given by the
computations in many applications that falsely agsindependence are surprising
(Friedmangt. al, 1997).

As mentioned earlier, a Bayesian-based class#iarBayesian network

applied to a categorization task whereby the categare either spam or ham. Each

message is tokenized and represented by a véc;t(zirxl,x2,x?,,...,xn>wherexl...X1

are the values of attributes. Researchers in N&dyes classification as in (Sahami,
et. al, 1998, Androutsopoulost. al, 2000a, and Adroutsopoulast, al.,2000b),
computed a mutual information ( Ml ) of each atitdand selected attributes with
the highesMI for use in predicting the message category. Fdn eandidate
attributeX with category-denoting variab(@, Ml is calculated as follows:
MI(X:C)= Y P(X=xC=c)log P({:X’C:f)
x{ 01}, c{spamlegit} P(X =x)P(C =c)

The probabilities are calculated as frequency salerived from the training corpus.

However, we did not uddl to derive the most significant attributes. Ratian

calculatingMl, all tokens where taken into account whilst we walied the
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probabilities giving us more representative redoiisincreasing the amount of
calculations needed to classify messages. As weslathorate shortly, frequency
ratios where used in calculating the probabiliGésach attribute and a combined
probability is subsequently calculated using thge8atheorem. Graham (2002) and
Robinson (2003) used frequency ratios for eaclibate (token) in the training

corpus to estimate whether a certain messageiis gpham. The Bayesian theorem

states that for a given vectar= <><1 X1 X3:.-,X, ) Of @ document, the probability that

it belongs to categonyis:

P(C=c)[P(X =%X|C =c¢)
> P(C=k)P(X =X|C =k)

k¥ spamlegitimatg

P(C=c|X =X)=

Applying the Bayesian theorem on spam categoriaatByaham (2002) and
Robinson (2003) used the following formula:

b(w)
b(w)+ g(w)

Whereb(w) is the number of spam emails containing the wodivided by the total

p(w) =

number of spam emails ag@w) is the number of ham emails containing the ward
divided by the total number of ham emagéw) is the probability that a randomly
chosen email containing the wordwill be spam. Switching(w) andg(w) in the
above formula gives us the probability that a ranlyochosen email containing the
wordw is ham. The above simplification of the Bayesiagotiem considers all
messages in the training corpus as part of a lbbegs of text and thereby every
token is part of the training corpus’s vector. Tinigffect requires the user to feed
the application implementing the formula an equm sufficient amount of spam
and ham emails prior to calculating the probaletitiHowever, in practicality a user
might have unbalanced amounts of spam and hansindmniinbox which would
subsequently affect the probability calculated. &heve formula does not take this
into account. Robinson (2003) noted that dealinty Wie above situation requires
that we calculate the degree of befigf). When we see a word in a certain message
that belongs to spam or ham, the possibility thatdame word would appear in the

same category might not be absolutely %100. Thee8ag approach allows us to
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combine background information with our data resgltn a much accurate

calculation. The degree of beligiv) is calculated as follows:

F(w) = 8% X):(: : p(W))

Wheresis the strength we give to our background inforomtx is our assumed
probability based on our general background infagionaandn is the number of
emails we received that contains the wardRobinson (2003) derived the above
formula based on the assumption that the classditaf an email into spam or ham
based on the fact that it contains the wond a binomial random variable with a
beta distribution prior. Based on prior experimaiise by the SpamBayes
contributors (Meyer & Whateley, 2004), the optirmabumed probabilitywas
observed at 0.5. No improvement was observed whanging the value from 0.5.
Additionally, for word-based tokenization the opéihstrengths was observed at
0.45. Rather than usingw) in calculating the probabilities, we usé@v) which as
noted by Robinson (2003) would result in more t#8eaclassification. For trigram-
based tokenization, the assumed probabilitgmained at 0.5. However, through
trial and error we found that doubling the strergiariable to 0.9 provided the
trigram-based classifier with more accuracy thaemiteaving the variable
unchanged at 0.45. To maintain consistency of tesgloss tests, the strengtivas
left unchanged for trigram-based classifications.

We used Fisher’s optimality theorem (Little & Fe]KL971) as noted in
(Robinson, 2003) to combine the probabilities afrgwordw. We assumed that the
result of the combination is a chi-square distitutvith 2n degrees of freedom and
used an inverse chi-square function to calculagecttimbined probability. The

combined probability of ham was calculated as fedo

H =C™(=2In[] f(w),2n)

WhereC is the inverse chi-square function used to detieeprobability from a
chi-square-distributed random variable (See AppebBJi Because the above
calculation is very sensitive to probabilities n@awhich are indicators that the word
w is probably part of a ham email, we could notit$e calculate the combined
probability of spam. Robinson (2003) noted thaapply the above calculation to the
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combined probability of spam, we reverse the proivais by subtracting them from
1 giving us the inverse and allowing us to do fertbalculations as we will note

shortly. In effect, the combined probability of ap&is calculated as follows:

S=C7(=2In[]1- f (w),2n)

WhereC* is the same inverse chi-square function mentiomelice. After
calculating botlfs andH we can produceéwhich indicates whether the evidence is
in-favor of concluding that an email is spam or h&enl is near 1, the evidence
provided indicates that the message is spam and wigenear 0 the evidence
indicates that the message is hais.calculated using the following formula:
_ 1+H-S

2

Wherel is the indicator whether the message is ham or sgasthe combined

probability of ham, an&is the combined probability of spAm

4.1 Training and classification

Training the Naive Bayes classifier is the onehefihost fundamental and crucial
tasks in implementing a classifier. Training coroaly after the application is able
to fully tokenize and deal with the textual conteat emails. Rather than storing
pre-calculated probabilities to each token storetthé training corpus, only the
number of occurrences of each token is stored.dbibity estimation is postponed
until classification (See Appendix D & Appendix Bhis allows the training corpus
of tokens to be incremented gradually whenevemvaearaail is added as a training
item as well as allowing us to examine the effe¢tadding new emails to the
training corpus on the accuracy of the classifiero separate hashtables were
created. Each hashtable contains the tokens asakeythe number of occurrences
as values. Additionally, the number of messagesategorized and added to the
training corpus is recorded and incremented acogrii whether new emails were

added. This allows us to apply the formulas memitbabove during classification

! For a detailed description of how these formulagne derived see (Robinson, 2003) available at:
http://www.linuxjournal.com/article/6467
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using fresh data without jeopardizing the accurddye calculations taking into
account any new additions to the training corpus.

When a new message is pending classificatiorntettteal contents are
tokenized using the tokenizer — creating a hasatablokens and number of
occurrences. Every token is taken into accouninduprobability estimation. Tokens
are given a frequency of one regardless of the mamboccurrences in a single
email. This is deliberately done to correctly cédte the probabilities according to
the above mentioned formulas. Every token is searébr in the training corpus. If
the token was found in the training corpif®;) is calculated whether it belongs to
the spam, ham, or both hashtables. However, wheetoken does not exist, the
presumed probability with the value 0.5 (neutralyjiven to the token. When all
tokens have been considered, all calculationsean@ararily stored and tHevalue
is calculated using the formulas described abotieotgh trial and error we found
that £1c from the presumed probability 0.5 is the optimabéf point whereby
when a value less than 61(%31.7) was returned, the email was identifietias
and when a value more than ¢1%68.2) was returned, the email was identified as
spam. For any message that returns a value tdtdisveen %, an “unsure”
classification was returned. Graham (2002) classifsed two categories spam and
ham. However, as noted by Robinson (2003) thissléadialsely assuming that an
email that only marginally falls below the cutoffipt to be regarded as ham when
in reality a more correct term describing the emaitld be “I do not have enough
evidence to classify this email” or “unsure” forosh This allows us to distinguish
failure of classification from success in classifyiham emails. Additionally, this
means that rather than setting a single probaliiigshold for classifying spam,
two thresholds needs to be set — an upper thre$twotdassifying spam and a lower
threshold for classifying ham. Extra care needsettaken when filtering spam due
to the potential disastrous effects of falsely tdgimg a legitimate email as spam.
When thd value drops below %68,2 (or +), non-action should be taken by the
filter irrespective. Although such approach migilg higher occurrences of false
negatives in the users’ inboxes, it is indeed rasd by many — better than the

detrimental effect of producing a false positiveule The usability of spam filters
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are greatly affected by false positive results@sosed to the negligible effects of a
false negative result. Marking a legitimate emaispam might — depending on the
user’s setup — hide it from the inbox resultingha loss of said email. It should be
noted, however, that the cutoff point should berel@sed if a large amount of false
negative results were observed due to the knowersavrelationship between false
negatives and false positives. Similarly, whenlsefgositive was identified, the
suggested course of action is to increase thefqubdit.

Slight code optimization was applied to the methsdd to calculatéw).
Although there is much room for optimization, ousimconcern was to accurately
calculatef(w) and as such optimizations were largely overlookimvever, to speed
up the classification, thiéw) values calculated during classification were cdche
which significantly improved the performance of thglemented classifier. When a
new email is added to the training corpus, the eagheset because any new
addition to the training corpus invalidates prewfw) calculations. Additionally,
the script used to test the two classifiers andenst the results used concurrent
multiple processes to speed up calculations atakefull advantage of multiple

processors widely equipped in modern computers.

5. Evaluation Methodology

As in Sahamet. al.(1998), two performance measures were calculabtedgcall
rate and the precision rate. The recall and pa&tisates were calculated using the
following formulas:

n

nspam spam spam- spam

precision=
n +n

+Nn
'spam- spam spam- ham 'spam- spam ham- spam

recall =

Wherebynspam->spamiS the total number of messages accurately idedtids spam,
Nspam->hamiS the total number of spam messages identifidthas (false-negative),
andnham->spamiS the total number of legitimate messages maalsespam (false-
positive). Classification in previous studies used classes spam and ham. When
an email fails to accumulate enough probabilitgupersede a set threshold, it is
automatically rejected and classified as ham. Adiogrto the filter devised by

Robinson (2003) and later used by the SpamBayes &a“Unsure” category was
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added to distinguish failure to classify an em@ahi classifying an email as ham.
However, to adjust the above formulas to take atcount the third category
“unsure”, the number of “unsure” classificationssvaalded to thBspam->hamvalue
giving us a recall rate comparable to previousiegidsing the same performance
measure. The recall and precision rates were eaeniin both the word-based spam
filter test run and the trigram-based spam filest tun. The same collection of
emails was used in training the classifier in Hogtances. Moreover, the collection
of emails used in testing was the same. A speesalscript (See Appendix F &
Appendix G) was written to run the two tests aratemental results were collected.
The recall and precision rates were calculatedyewmeremental step during which
emails were added to the training corpus.

In addition to the recall and precision ratetaltcost ratio (TCR) was
calculated. As noted by Androutsopougdsal.(2000, pp. 6), the performance of
classification tasks is measured through the coisgaof the accuracy (Acc) and
the error (Err) rates. These rates are calculaedyuhe following formulas:

+n

nhamﬂ ham spam- spam Err _ nhama spam spam- ham

Ny, +N N, tN

ham spam ham spam

+n
Acc=

Wherennham->hamandnspam->spanif€ the number of messages accurately identified a
ham and spam respectiveNmamandNspamare the total number of ham and spam
messages respectively. However, because we aiegleath emails in which the
ham->spamerror is considered more costly than sipam->hanerror, a\ variable
was introduced representing the penalty multigbefialse-positive classification. A
weighted accuracy (WAcc) and weighted error (WEKjng into account are
calculated as follows:

Al +n

n Aln +n
WACC: ham- ham spam- spam WErr — ham- spam
AIN___+N AIN___+N

ham spam ham spam

spam+-ham

Androutsopoulo®t. al.(2000) compared the rates observed with spannifige
against the baseline rate in which no spam filtes wsed. The combined formula

during which TCR was derived from is the following:

b N
TCR= WErr _ spam
WErmr Alh +n

ham- spam spam- ham
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Using the values reported by TCR, we can assertheh¢éhe spam filter preformed
better than the baseline (when TCR is less thamhB.higher the TCR value is, the
better the spam filter performed under the expemtfaeonditions.

Just as we did for calculating the recall and sieairrates, the TCR value
for the word-based the trigram based classifien@werementally measured using
a test script (See Appendix F & Appendix G) thadestl 100 spam emails and 210
ham emails to the training corpus in each increalestep — maintaining the spam to
ham ratio in every incremental step. Pre-categdrezaails were fed to the classifier
and the returned classification was stored for latalysis. Moreovef, was
considered using three different values that avalelp what Androutsopoulad. al.
(2000) used which wefe=1,2=9, and,=999. AtA=999, the penalty for falsely
classifying a ham email as spam is 999 times gréladém classifying a spam email
as ham. Just as we did with the adjusted formul#hiorecall rate, the number of
“unsure” classifications was added to thgam.--hamvariable to allow us to produce
results comparable to previous studies in spaer filhalysis. The main reason why
three different performance measures were usessiesaing the efficacy of word-
based and trigram-based spam filters was to abh@weader to easily compare the
results reported in this study with results frorapous research in the area of spam
filtering. Additionally, this allows both readershw are familiar with information
retrieval tasks (recall and precision) as wellrdsrmation classification tasks

(accuracy and TCR) to easily comprehend the repoesults.

6. Results and Analysis

Data retrieved from the test of the word-based sfiléen showed improved recall
rates whenever new emails were added to the tgagorpus. Rapid increases when
the training corpus contained less than 961 en(@ll8 spam and 651 ham) were
observed (From Recall = 0.209 until Recall = 0.7he rate of increase in the recall
rate slowed down when emails added to the traioomgus exceeded 960 emails
(310 spam and 651 ham) at (Recall = 0.71). A nabtzdrop in the recall rate was
observed between 713 and 868 emails in the tracongus (230 spam and 483 ham

until 280 spam and 588 ham) reaching the lowesttpdithe drop at (Recall =
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0.616). At 2170 emails (700 spam and 1470 hanmartraining corpus, the recall
rate stabilized and subsequent additions to thangcorpus showed insignificant
improvements with an average recall rate of (Rec@I862). The maximum recall
rate achieved was (Recall = 0.888) at 2790 enmailse training corpus (900 spam
and 1890 ham) with slightly deteriorating rate witee remaining spam and ham in
the collection of training emails were added tottlaeing corpus (Recall = 0.887,
948 spam and 1950 ham). The precision rate fowtird-based spam filter
remained constant throughout the experiment wikgmificant levels of variability
as and when emails were added to the training sowerage precision = 0.996,
maximum precision = 1.0 at 10 spam and 21 ham).fdllewving figure shows the
recall and precision rates for the word-based sjilgen based on the number of
emails in the training corpus:
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Figure 1: The recall rate and the precision ratdhefword-based spam filter.

The TCR values for the word-based spam filter sltbgr@dual increments
when emails added to the training corpus werethes 960 emails (310 spam and
651 ham). Similar to the recall rate, a noticealt® in the TCR value was
observed between 713 and 868 emails in the tracongus (230 spam and 483 ham
until 280 spam and 588 ham) reaching the lowesttdithe drop at (TCR = 1.789).
The TCR value stabilized at (TCR = 3.402) showmgignificant improvements
between 1023 emails and 1860 emails (330 spam @dd&mn to 600 spam and
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1300 ham). Rapid increases in the TCR value wesergbd when emails added to
the training corpus succeeded 2000 emails (600 spahi260 ham) peeking at
2790 emails (900 spam and 1890 ham) with a TCRevalTCR = 8.316) and
dropping slightly to (TCR = 8.103) when the remagspam and ham emails in the
collection of training emails were added to thénireg corpus at 2898 emails (948
spam and 1950 ham). When adjusting the TCR valtle @#9) and {=999),

similar patterns of improvement were observed. H@rethe TCR value remained
below the baseline (TCR = 1.0) when the TCR valas adjusted withhE999).
Whilst at (=9), the rate of improvement showed similar patterthe TCR value at
(A=1) peeking at (TCR = 7.77) when 2790 emails wiaeided to the training corpus
(900 spam and 1890 ham).When the size of the tgicwrpus was less than 960
emails (310 spam and 651 ham) TCR values were akegosi to the TCR values
observed atA=1). A slight decrease on further additions tottéing corpus was
observed between 1209 emails (390 spam and 819drah170 emails (700 spam
and 1470 ham). AlE999) the TCR values were insignificant remainiegply 1.0
with a maximum of (TCR = 0.853). A rapid increasdhe TCR value was observed
when emails succeeded 2000 emails (600 spam ardhE?B) similar to what was
observed ati=1) 1. The following figure shows the TCR valuesikti), (.=9), and
(A=999):

TCR (\=1)
81 TCR (A=9)
74 | TCR (A=999)
64 |----- baseline TCR

TCR values
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Figure 2: TCR values for the word-based spam filter

! A table containing the raw results from the testtee word-based spam filter is available in
Appendix I.
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With respect to the test that ran on the trigrarseblaspam filter, the recall
rate remained below what was observed in the tet@word-based spam filter
with a maximum recall rate of (Recall = 0.655)fs maximum amount of emails in
the training corpus at 2989 emails (948 spam aid@® Ha&dm). The recall rate did not
drop at the last increment in the training corpsisvhat was observed in the test on
the word-based spam filter. A different patternnoprovement was observed in the
test on the trigram-based spam filter. The trigtzased spam filter showed
smoother and gradual increases in the recall raever new emails were added
to the training corpus. A slight increase in thee ref improvement was observed at
434 emails in the training corpus (140 spam andtz84) when (Recall = 0.28).
The trigram-based spam filter showed extreme |levetsecision dropping bellow a
(Precision = 1.0) many times less than the woregtapam filter. The following

figure shows the recall and precision rates forttiggam-based spam filter:
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Figure 3: Recall and precision rates for the tngitzased spam filter.

Increments to the training corpus in the trigransdzhspam filter test
resulted in smooth and gradual improvements ta@ @i values when the size was
less than 2170 emails (700 spam and 1470 harm¥aj).(Subsequent additions to
the training corpus resulted in a rapid increasenf(TCR = 1.61) to (TCR = 2.246)
peeking at (TCR = 2.312) at the last addition ®ttiaining corpus at 2989 emails
(948 spam and 1950 ham). The TCR value whei ) crossed the baseline TCR at
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1240 emails (400 spam and 840 ham). Adjusting T@R (¢=9) resulted in an
almost identical pattern of improvement to what whserved wherg1). A slight
deviation from theX=1) pattern was observed when more than 2480 e(i88(s
spam and 1680 ham) were added to the training sofffl@R values crossed the
baseline TCR at the same point in which the nonstdfd TCR values crossed it at
1240 emails (400 spam and 840 ham). Almost iddnfiC& values toX=1) and

(A=9) were observed when less than 248 emails (&0 sypa 168 ham) were added
to the training corpus. Subsequent additions reduit a drop to (TCR = 0.39)
varying only slightly until the amount of emailsdadl to the training corpus reached
930 emails (300 spam and 630 ham). The TCR valugs299) crossed the
baseline TCR at the same point in which the TCReshtX=1) and {=9) crossed

it at 1240 emails (400 spam and 840 ham). Furttiditians to the training corpus
resulted in TCR values similar to the TCR value@al) and {=9) up to a training
corpus with 2170 emails (700 spam and 1470 hanh) (WiCR = 1.61). Even further
additions resulted in the deterioration of the T@2Rues reaching the lowest point at
2790 emails (900 spam and 1890 ham) with (TCR 94).3The last increment to
the training corpus with 2898 emails (948 spam E6D ham) wherm&999)

resulted in a marginal increase of 0.0b0Bhe following figure shows the TCR

values atX=1), =9), and {=999) for the trigram-based spam filter:

2.5 4 TCR (A=1)
TCR (A=9)
24| c— TCR ()\:999)
L baseline TCR},
S 15 N
IS = - \
g - \
@
o 19 - - -
|_
05 1 S
O T T T T T 1
0 500 1000 1500 2000 2500 3000
size of training corpus

Figure 4: TCR values for the trigram-based spaterfil

! A table containing the raw results from the testtwe trigram-based spam filter is available in
Appendix J
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Comparative summary statistics have been computaelen the data obtained

from the test on the word-based spam filter andekeon the trigram-based spam

filter which are summarized in the following tahles

Word | Trigram Word | Trigram
Mean Recall 0.651| 0.312 Mean Precision0.996| 0.999
Max Recall | 0.888 0.655 Max Precision| 1.0 1.0
r - Recall 0.819 0.957 | r—Precision | 0.016|-0.258
o - Recall 0.134| 0.192 | o — Precision 0.0060.001

Table 4: Summary statistics for the recall and igren rates

Word | Trigram Word| Trigram Word Trigrar

Mean TCR | 2.625| 0.914 Mean TCR| 2.425| 0.904 Mean TCR | 0.389| 0.589
(n=1) »=9) (A=999)

Max TCR 8.316| 2.312 Max TCR | 7.77 | 2.225 Max TCR 0.852| 1.61
(n=1) »=9) (A=999)

r—TCR 0.943| 0.993 |r-TCR 0.9 0.995 |r-TCR 0.01 | 0.477
(*=1) »=9) (A=999)

o—TCR 161 | 0616 |o—-TCR 1.438| 0.596 |o—-TCR 0.21 | 0.377
(n=1) 2=9) (A=999)

Table 5: Summary statistics for the TCR values.at), (=9), and {=999)

7. Discussion and Conclusion

The main concern for this study was to examineetfieacy of word-based

Bayesian spam filters as opposed to trigram-basg@é®an spam filters. The

hypothesis was addressed by comparing the preasidmecall rates as well as

TCR in both instances (word-based vs. trigram-based

The pattern of improvement in the recall rate d#fe the two spam filters.

Whilst the pattern in the word-based spam filtes wha rapid increase followed by

stability, the pattern observed in the trigram-llasigam filter was of a gradual

increase. The maximum recall rate achieved by thelWwased spam filter

succeeded the rate achieved by the trigram-based Blper. However, as we can

infer from the results, little improvement in thexall rate was noticed after the
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addition of sufficient emails to the training cogp®ne explanation could be that an
optimum amount of retained attributes in the clsssivas achieved and
subsequently the classifier reached the optimadiptesefficacy considering
external variables. The trigram-based spam filteth@ other hand showed stronger
positive correlationr(= 0.957) compared to the word-based filter(0.819) with
variability somewhat higher than the variabilitytire word-based spam filter as
evident in the standard deviation of the resultheftwo experiments (= 0.134 vs.

o = 0.192). These results indicate that there ishmaom for improvement for the
trigram-based spam filter and that the optimal am@t training to the classifier
was not reached during the experiment. This rdaleeguestion of whether a
sufficient amount of training would allow the tregn-based spam filter to achieve
higher rates than the word-based spam filter. Aitfothe statistics are in-favor of
such assumption — indicating that at some pointehall rate of the trigram-based
spam filter would succeed the recall rate of thedatmased spam filter, future
research should take this point into account andd¢cumulating enough emails to
reach the theoretical optimal amount and test taeimmum recall rate achievable by
both spam filters. Moreover, the results from tlve experiments indicate that the
word-based spam filter requires far less amountsaafing to reach acceptable
recall rates compared to the trigram-based spaen.fBiven a limited amount of
emails available for training, the word-based sfiétar poses a more suitable
choice for filtering.

The precision of both spam filters were somewbattant throughout the
experiments. Both filters showed negligible corielabetween the size of the
training corpus and the precision rate with thgr&im-based spam filter showing
slight negative correlation. However, the extreniely variability evident in both
filters gives little credence to the computed catiens. The mean precision for the
trigram-based spam filter almost reached a peifécwith a mean precision of
0.999 whilst the word-based spam filter achievéesaer level of precision with a
mean precision of 0.996. Although the differenceMeen the two precision levels is
negligible at best, the higher variability of theg@sion rate of the word-based spam

filter indicates that the precision of the trigrdrased spam filter is comparatively
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higher than the precision of the word-based spésr fiiven a variable size of the
training corpus. These results concur with previ@search (Sahanef al, 1998
and Lyon et al, 2006) that noted that higher levels of uniqueregkdiscriminatory
potential are associated with the use of trigramthe identification of text
compared to single words.

The computed TCR for both spam filters succeelledase-line TCR when
(A=1). However, the word-based spam filter was quitian the trigram-based
spam filter — requiring a far less amount of emailthe training corpus for the filter
to succeed the base-line. This supports our prevagssumption that the word-based
spam filter requires fewer emails in the trainimgpas to reach acceptable efficacy
levels than trigram-based filters. It should beeqlathat whilst the trigram-based
spam filter reached a maximum TCR of 2.312, thedAmased spam filter reached a
maximum TCR of 8.316 indicating that the word-baBker has a potentially higher
classification accuracy levels than the trigramellaspam filters. The high level of
variability in the TCR values of the word-basedmddter indicates that whilst the
word-based spam filter has the potential of reaghigh levels of classification
accuracy, the reliability of the classifier is fass than what could be achieved with
the trigram-based spam filter. Indeed whilst theRT\@lues resulting from the test
on the trigram-based spam filter increased gragutlé observed results from the
test on the word-based spam filter showed seveoglsthroughout the increments
to the training corpus. In addition, this mighticate that the efficacy of the word-
based spam filter is dependant on the quality goe of emails used in training
whilst the trigram-based spam filter does not sudfemuch and — in a way — more
resistant to the effects of the variable conter@nmails added to the training corpus.
Not much could be inferred from the computed TCRie#awhenX=9). Indeed, the
word-based spam filter showed similar pattern eovthlue observed wheh=1)
dropping only slightly as the amount of emailshe training corpus reached 960
emails (310 spam and 615 ham). However, the trigvased spam filter sustained a
similar TCR value to the one observed whigrl( up-to a point much further than
the word-based spam filter. Additionally, whilsetborrelation of the TCR values

observed during the word-based spam filter testedesed to 0.9, the correlation of
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the TCR values for the trigram-based spam filtereased slightly to 0.995
indicating that as the size of the training corpuseases, the TCR values observed
when §=9) would increase in an almost equal amount tortbieease observed when
(A=1). In other words, these results indicate thatsvthe word-based spam filter
was affected by thk adjustment, the trigram-based spam filter wasaffected.

This supports our assumption that the trigram-bapadh filter results in a much
more reliable classification than the word-baseahsfilter. Additionally, this
indicates that when the cost of false-positivesifastion is high, trigram-based
classification is a saner choice than word-basasisdication. Adjusting the TCR
values with 1=999) showed interesting effects on both spanr$ilt€éhe TCR values
observed during the test on the word-based sp#en ditopped below the baseline
TCR reaching a maximum TCR of 0.852. On the otlaedhthe trigram-based spam
filter crossed the baseline TCR at some point eftést reaching a maximum TCR
of 1.61 far exceeding the maximum TCR observedchentord-based spam filter at
(A=999). Additionally, whilst the TCR values for tiwrd-based spam filter had no
correlation ( = 0.01), the TCR values for the trigram-based splen sustained a
moderately positive correlation with € 0.477). At some points throughout the test
on the trigram-based spam filter, adjustment witk909) did not affect the reported
TCR values at all indicating evidence in supporbof previous assumption that the
trigram-based spam filter has a stronger abilitgrevent the occurrence of false-
positive classification as well as the assumpti@t trigram-based tokenization
results in a stronger potential for spam identifax@and classification.

The results of the experiment indicated that arditah of pre-categorized
spam emails to the training corpus requires a ptapuately equal increase in ham
to sustain the improvement in the performance efsipam filter. As shown from the
last step of the test where the remaining spanmhandemails from the collection of
training emails were added to the training corplus recall rates as well as TCR
value deteriorated as a result of the additionghénword-based spam filter, the
recall rate dropped from (Recall = 0.888) to (Reed).887) and the TCR value
dropped from (TCR = 8.316) to (TCR = 8.103). Raguits (See Appendix | &

Appendix J) pointed out that whilst the numbespam->spantlassification
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increased (true positive), the numbehafm->spamthe number ofiam->ham and
the number ofinsuredecreased indicating deterioration in the accucddyam-only
classification and improvement in the accuracypains-only classification.

Although the correlation between the ratio of sgarham in the training corpus and
the performance of the spam filter might indicatelationship between the two.
Due to the insignificant decrease and the narrawgeave could not confidently
attribute the deterioration to the change in thapprtion of spam to ham in the
training corpus. Moreover, we could not explain theid increase in the TCR value
when the amount of emails in the training corpuxeaded 2000 emails. One
explanation could be that an amount of spam emailshighly incriminating

tokens were added to the training corpus toward®itid of the test runs. This raises
the point of a possible relationship between thaiguof emails used in training and
the performance of the spam filter. Obviously, higfality spam and ham emails
would contribute the overall performance of themsfidter and as such the
performance levels indicated in this report shdaddaken in conjunction with the
fact that a special set of emails were used faimigsUsing different sets of emails
for training and testing would therefore resuldifierent performance levels being
reported.

The cutoff point set to classify emails as “spathgm”, or “unsure” were
based on the fact that the mearmlue is 0.5 and the assumption thaalues are
normally distributed. In reality, however, thgalue could hardly be normally
distributed. Often users receive either little amswf spam or too much spam with
the latter being more common nowadays. Becaudasyfwe were hesitant to use
the standard deviation as a cutoff point and tleestn to do so was slightly
arbitrary based on preliminary tests conductedrgaaunning the experiment.
Previous research in spam filtering (e.g. Andropigsdoset. al, 2000a, Sahamet.
al., 1998, Graham, 2002, Robinson, 2003, and othees) acbitrary values as cutoff
points based on the specific circumstances andliberved results from preliminary
test runs. Usually a higher level of false-possiamd/or false-negatives indicates a
need to adjust the cutoff point for a more accuctdssification. The cutoff points

remained constant throughout the two tests agaiost-based and trigram-based
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classification to sustain consistency of resultge $ize of the training corpus, the
accuracy of the classifier, and the possibilityagainted training corpus should be
taken into account when specifying the cutoff peiiotr classifying emails. As such,
in real-world applications, we strongly discouragixed cutoff point.

During results collection, one striking observatiwas that classifying email
using the word-based classifier took substantiakg time than what was required
for the trigram-based classifier. Indeed, during ¢bllection of results, we observed
that trigram-based classification took roughly ftiores as much time than word-
based classification. In practically every aspéc¢he classification process, twice as
much processing was required. The training corpdstekens generated from
messages undergoing classification were 7.7 timesweh in size (66664 tokens in
the word-based corpus vs. 513277 tokens in theatrighased corpus). This might
explain the comparatively substantial amount otpss time and memory needed
for classification. This observation raises theggiwa of whether substantial
increase in the resource requirements is justéidbldeed as suggested by the
results, given an equal amount of emails addeledraining corpus of both
classifiers, the word-based classifier outperforitinedtrigram-based classifier in the
recall rates and TCR. Although little attention vipast to optimize the code,
classifying an email using any of the classifi@sktan unexpectedly considerable
amount of time. The use of the Python programmamgliage might have
contributed to the issue. If classification effiody is a major concern, an alternative
programming language with native to near-nativecaken speeds needs to be
considered. Indeed, besides caching, little coalddne to improve the efficiency of
the implemented classifiers without introducing i@ to the classification
methodology. For instance, whilst we chose not &ixeruse of a Mutual
Information (MI) measure as in (Saharst, al.,1998), taking only significant
tokens into consideration during classification migeduce the processing time
whilst maintaining accuracy levels near to what lddae observed from the current
scheme.

From the results we can conclude that given adidnémount of emails

available for training, the word-based spam fiisamuch more efficient than the
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trigram-based spam filter. However, when enoughilsrage available for training
and when the cost of false-positive classificat®high, the trigram-based spam
filter is a much saner choice than the word-bagednsfilter. Indeed, as discussed
above, the trigram-based spam filter showed hitghezls of precision and reliability
than the word-based spam filter. Given an abundahoesources available to the
classifier and a sufficient amount of pre-categetiemails, trigram tokenization is
the better choice.

Future research could try examining in depth glationship between the
ratio of spam to ham in the training corpus andpéxormance of the Naive Bayes
spam filter. Additionally, a standardized appro&zketting a spam threshold could
be developed to statistically estimate the optitnashold level after which we
could confidently assume that a certain email a1spr ham. Moreover, examining
the difference between using a Ml measure as ingi98 et. al., 1998) could be
evaluated to determine whether the use of a Mlgsfjed and that little difference
would be observed. During this study no tests weralucted to determine the
optimal values for the strengtfand assumed probabiligused in thé(w) formula
during the trigram-based classification tasks. Egalies were used across the two
spam filters, however, as we noted previously,aasing the strengsifor the
trigram-based spam filter resulted in an increasedll rate. Future research could
try examining the effects of changing the valu¢hef strengtls variable in an
attempt to determine the optimal value for trigrbased classifications.
Additionally and as previously discussed, the abth detect the optimal recall rate
after which additions to the training corpus resuitthe deterioration of the recall
rate should be assessed and a method to detemtthreal recall rate could help
future developments in creating a more intelliggassifier that could determine
when the user needs not to train the classifietthEumore, the ability to
automatically train the classifier with new emailsen the result of the
classification are too strong in favor of a spanm@m classification could allow
spam filters to substantially reduce the need $@&r interaction for training activities

creating a more autonomous spam filter as theitikxsdsecomes smarter with time.
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Appendix A

“headertoken.py” source-code

i mport re

i mport email

# Regular expressions to extract data from the head er
received_host_re =re . compile (rfrom ([a-z0-9._-]+[a-z])D\s]' )
received_ip_re =re . compile (r.*[Q(O\d{1,3\.2){4DIDT )
message_id_re =re .compile (r\s*<["@]+@(">]+)>\s* )

# Returns a list of tokens from the header of the m essage

# We only use Received, Message-id, From, Content-t ype, and Content-

charset tags
def get_head_tokens (msg):
""" Returns a list of tokens from the header of th e message.

We only use Received, Message-Id, From, Content-Ty pe, and
Content-Charset tags.

msg: a email.Message object representing the messa ge
i f msg:
h_tokens =]
# Received: tag
received_tags =msg.get all ('Received )
i f received_tags
f or received i nreceived_tags
m  =received_host_re . match (received )
ifm:
h_tokens . append ( 'recv-
host:{0}' . format (m group (1)))
m  =received_ip_re . match (received )
ifm:
h_tokens . append ( 'recv-
ip{0} . format (m group (1)))
el se:
h_tokens . append ( 'recv-host:none' )
h_tokens . append ( 'recv-ip:none' )
# Message-Id: tag
msg_tags =msg. get all ('Message-id" )
i f msg_tags :
for msg_id inmsg_tags :
m =message_id_re . match (msg_id)
i f m:
h_tokens . append ('msg-
id:{0} . format (m group (1)))
el se:
h_tokens . append ( 'msg-id:none' )
el se:
h_tokens . append ('msg-id:none' )
# From: tag
from_tags =msg.get all ('From' )
i f from_tags
for from_addr i nfrom_tags
p_addr =email . utils . parseaddr (from_addr )
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if p_addr [O]:

h_tokens . append ( 'from-
real:{0} .format (p_addr [0]))
el se:
h_tokens . append ( 'from-real:none’
if paddr [1]:
h_tokens . append ( 'from-
addr:{0} .format (p_addr [1]))
el se:
h_tokens . append ( ‘from-addr:none'
el se:
h_tokens . append ( ‘from-real:none' )
h_tokens . append ( ‘from-addr:none' )

# Content-type: tag
i f msg. get_content_type (0):

h_tokens . append ( 'content-
type: {0} . format (/msg. get_content_type ()))
el se:
h_tokens . append ( 'content-type:none’ )
# Content-charset: tag
i f msg. get_content_charset ():
h_tokens . append ( ‘content-
charset:{0} . format (/msg. get_content_charset ()))
el se:
h_tokens . append ( 'content-charset:none' )

returnset (h_tokens )
el se:
return None
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Appendix B

“bodytoken.py” source-code

i mport re
i mport email . utils
i mport options

def get_multipart_message (msg) :
""" Returns the textual content of a multipart-mes sage.
This function is meant to be used to recusively re trieve

the textual contents of emails.

msg: a email.Message object representing the email

body =
for msgl inmsg.get payload ():
i f msgl.is_multipart ():
body +="' + get_multipart_message (msgl)
el se:
body +="' + msgl . get_payload ()
r et ur n body
r et ur n body
def get_body tokens  (msg, is_trigram =options . IS_TRIGRAM) :
""" Returns a list of tokens from the email's body

In addition to tokens from the email's body, the S ubject
header

tag is tokenized here. This is deliberately done s o that the
is_trigram

argument is not repeated when retrieving the heade r tokens.

msg: a email.Message object representing the email
is_trigram: True if trigram tokenization is used.
[Default=False].
i f msg:
# We are basically stripping words using str.spli
# specs
# * Words between 3 and 12 chars inclusive are se
# * For trigram tokenization, words less than 12
# * lower case all words
# * replace no-alphanumeric chars with \s except

# * currently no base64 decoding
# * Discard single/twin non-alphanums in trigram
tokenization

b_tokens =]

#Tokenize the subject here

subjects =]

subject_string =msg . get ( 'subject’ )
i f subject_string

t0

lected
chars

$-@%7?

subject_string =re .sub(options .FILTER_PATTERN'

, Subject_string )
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subjects = subject_string split (")
# clear the collection
# we don't want single/twin char non-alphanums
# we don't want whitespaces
for word i n subjects
iflen (word) <3:
i f not word .isalnum () or word .isspace ():

subjects . remove (word)
whil e(" insubjects ):
subjects . remove (" )
# Add subject tokens to the list
i f subjects
i f is_trigram
fori inrange (O, len (subjects )):

if ((i+1) <len (subjects )) and ((i+2)
<len (subjects )):
i f (options . MIN_WORD_TRIGRAM=
len (subjects [i]) <=options .MAX_WORD_TRIGRAMand
(options . MIN_WORD_TRIGRAM=len (subjects [i+1]) <=
options . MAX_WORD_TRIGRAMand (options . MIN_WORD_TRIGRAM=
len (subjects [i+2]) <=options .MAX_WORD_TRIGRAM

b_tokens . append ( 'subj:{0}
{1} {2}y . format (subjects [i].lower (), subjects [i +1].lower (),
subjects [i+2].lower ()))
el se:

for word i n subjects
i f options . MIN_WORD_SINGLE<=
len (word) <=options .MAX _WORD_SINGLE

b_tokens . append ( 'subj:{0} . format (word))
for msgl inmsg.walk ():
body ="

i f msgl.is_multipart ():
body = get_multipart_message (msgl)

el se:
body =msgl . get_payload ()

i f body :
# first remove the non-alphanums
body =re .sub(options .FILTER_PATTERN"'' ,

body )

# split the body

words =body .split ('' )

# remove single/twin non-alphanums

# remove whitespace

for word inwords :
iflen (word) <
options . MAX_FILTER_NON_ALNUM
i f not word . isalnum () or

word . isspace ():

words . remove (word)
while (" inwords ):
words .remove (" )

# only take words between 3 & 12 inclusive
i f not is_trigram
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for word inwords :
i f options . MIN_WORD_SINGLE=
len (word) <=options .MAX WORD_SINGLE

b_tokens . append (word. lower ())
el se:
# take words less than 12 inclusive
fori inrange (O,len (words)):
if ((i+1) <len (words)) and
((i+2) <len (words)):
i f
(options . MIN_WORD_TRIGRAM=len (words[i]) <=
options . MAX_WORD_TRIGRAMand (options . MIN_WORD_TRIGRAM=
len (words [i +1]) <=options .MAX WORD_TRIGRAMand
(options . MIN_WORD_TRIGRAM=len (words[i +2]) <=
options . MAX_WORD_TRIGRAM
b_tokens . append ({0}

{1}

{2} . format (words[i].lower (),words[i+1].lower (), words[i +2].lower ()))

# we use set() to remove duplicates
returnset (b_tokens )
el se:
return None
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Appendix C

“random-select-emails.py” source-code

# This script randomly selects files from the corpu s of emails taken
# from Spam Assassin and sorts them into folders in preparation for
# running the testa.py and testb.py test scripts

i mport os
i mport random
file_list = o0s . listdir ("\col\\spam’ )
max_list =len (file_list )
fori inrange (0, max_list /2):
ix =random . randint (0, len (file_list ) - 1)
os . rename ( "\\col\\spam\\{O}' . format (file_list [iIX]),
"\\train\\spam\\{0}' . format (file_list [ix]))
file_list . pop(ix )
file_list = o0s . listdir ("\col\\spam_2' )
max_list =len (file_list )
fori inrange (0, max_ list /2):
ix =random . randint (0, len (file_list ) - 1)
os . rename ( ".\\col\\spam_2\\{0O}' . format (file_list [ix]),
"\train\\spam\\{0}' . format (file_list [ix1))
file_list . pop(ix )
file_list = os . listdir ("\col\\easy_ham' )
max_list =len (file_list )
fori inrange (0, max_ list /2):
ix =random . randint (0, len (file_list ) - 1)
os . rename ( "\\col\\easy_ham\\{0}' . format (file_list [ix]),
"\\train\ham\\{O}' . format (file_list [IX]))
file_list .pop(ix )
file_list = o0s . listdir ("\col\\easy_ham_2"' )
max_list  =len (file_list )
fori inrange (0, max_ list /2):
ix =random . randint (O, len (file_list ) - 1)
os . rename ( "\\col\\easy_ham_2\\{0O}' . format (file_list [iIx]),
"\train\ham\\{O}' . format (file_list [iIx1))
file_list . pop(ix )
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Appendix D

“classifier.py” source-code

i mport math

i mport tokenizer
i mport trainer

i mport options

# GLOBAL CONSTANTS
SPAM=1

UNSURE=0

HAM= -1

# -
# START OF COPYRIGHT NOTICE
# The following code is copyright (c) 2003, Gary Ro binson
def chi2P (chi , df ):
""Return prob(chisq >= chi, with df degrees of
freedom).

df must be even.
assert df &1 ==
# XXX If chi is very large, exp(-m) will underf low to O.
m =chi [/ 20
sum =term =math .exp(-n
fori inrange (1, df //2):
term *=m /i
sum +=term
# With small chi and large df, accumulated
# roundoff error, plus error in
# the platform exp(), can cause this to spill
# a few ULP above 1.0. For
# example, chi2P(100, 300) on my box
# has sum == 1.0 + 2.0**-52 at this
# point. Returning a value even a teensy
# bit over 1.0 is no good.
returnmin (sum, 1.0 )
# END OF COPYRIGHT NOTICE

H -

def calc_| (train_corpus , msg_text , is_trigram =options . IS_TRIGRAM) :
""" Calculate and return the | value based on the provided

training

corpus and the textual content of the message.

train_corpus: a tuple containing the training cor pus.
The tuple must

consist of spam_tokens, spam_n, ham_tokens, ham_n ,
train_cache.

msg_text: a string containing the email in it's o riginal
source.

is_trigram: True if trigram tokenization is used.
[Default=False].
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# implement :

# H=C"1 (-2 In (f(w)1...f(w)n, 2n)
# S = same as H however for f(w) = 1-f(w)
# I=1+H-S/2

#Tokenize msg_text

msg_tokens = tokenizer . tokenize_from_string (msg_text
is_trigram )

H logs =1.0

Slogs =1.0

# As we know the sum of logs = the log of products
for word i n msg_tokens

try:
H_logs *=trainer . calc_prob (train_corpus , word )
if Hlogs ==0.0 :
br eak
# if the key was not found ignore
except KeyError
pass
try:
S _logs *= (1 - trainer . calc_prob (train_corpus
word ) )
if Slogs ==0.0 :
br eak
# if the key was not found ignore
except KeyError
pass
# Sometimes the logs underflow to 0. We used the s mallest
# log possible for a 64 bit floating point in Pyth on 32bit
if Hlogs ==0.0 :
H_logs = -743.74692474082133
el se:
H_logs =math . log (H_logs )
if Slogs ==0.0 :
S logs = -743.74692474082133
el se:
S _logs =math . log (S_logs )
H =chi2P (-2 *H_logs , 2 * len (msg_tokens ))
S =chi2P (-2 * S_logs , 2 *len (msg_tokens ))
I =(1 +H -S) /20
returnl
def classify (train_corpus , msg_text , is_trigram =options . IS_TRIGRAM) :
""" Return the classification of a message.
either classifier. SPAM, classifier.HAM, or
classifier. UNSURE.
train_corpus: a tuple containing the training cor pus.
The tuple must
consist of spam_tokens, spam_n, ham_tokens, ham_n ,
train_cache.
msg_text: a string containing the email in it's o riginal
source.

is_trigram: True if trigram tokenization is used.
[Default=False].
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# Calulate |

| =calc_| (train_corpus , msg_text , is_trigram )

# Return classification based on cutoff

if 1l >=options .SPAM_CUTOFF
return SPAM

elif options .SPAM_CUTOFF| >options .HAM_CUTOERF
return UNSURE

elif | <=options .HAM_CUTOFF
returnHAM
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Appendix E

“trainer.py” source-code

i mport tokenizer
i mport sys

i mport pickle

i mport options

# GLOBAL CONSTANTS
SPAM=1

UNSURE=0

HAM= -1

def create_train_corpus (spam_path , ham_path ,
is_trigram  =options . IS_TRIGRAM) :

"™ Create a training corpus tuple from a collecti on of spam
and ham emails.

spam_path: the path to the collection of spam emai Is
ham_path: the path to the collection of ham emails
is_trigram: True if trigram tokenization is used.

[Default=False].

spam_tokens , spam_n =tokenizer . tokenize from_dir ('spam_path ,
is_trigram )

ham_tokens , ham_n =tokenizer . tokenize from_dir (ham_path ,
is_trigram )

train_cache = {}

return (spam_tokens , spam_n, ham_tokens , ham_n, train_cache )

def load_train_corpus (file_path ):
""" Load a serialized training corpus from a file.

file_path: the path to the serialized training cor pus
f =open (file_path , 'rtb" )
iff:
train_corpus = pickle . load (f)
f .close ()
#check if the training corpus is trigram tokenized
word = train_corpus [0]. keys ()] 0]
words =word .split ('' )

assert ((len (words) ==1) or (len (words) ==3))
iflen (words) ==1:

options . set_option ('trigram’ , False )
eliflen (words) ==

options . set_option ('trigram' , True )

r et urn train_corpus

def save_train_corpus (file_path , train_corpus ):
"™ Serializes and saves the training corpus to fi le.
file_path: where to save the serialized training ¢ orpus
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train_corpus: a tuple containing the training corp us. The
tuple must

consist of spam_tokens, spam_n, ham_tokens, ham_n,
train_cache.

f =open (file_path , 'wb'" )
iff:
pickle . dump(train_corpus , f)
f .close ()
return True
ret urn False

def add_to_train_corpus ('source_train_corpus , msg_type , msg_text ,
is_trigram  =options . IS_TRIGRAM) :
" Adds an email to the specified training corpus and returns

a new training corpus

source_train_corpus: the source training corpus.

msg_type: the type of the message. Either trainer. SPAM or
trainer.HAM.

msg_text: a string containing the email in it's or iginal
source.

is_trigram: True if trigram tokenization is used.
[Default=False].
# dettach the tuple
spam_tokens , spam_n, ham_tokens , ham_n, train_cache =
source_train_corpus
i f msg_type ==SPAM
msg_tokens = tokenizer . tokenize_from_string (msg_text ,
is_trigram )
for word i n msg_tokens
i f word not inspam_tokens
spam_tokens [word] =1
el se:
spam_tokens [word] +=1
spam_n +=1
elif msg_type ==HAM:
msg_tokens = tokenizer . tokenize_from_string (msg_text ,
is_trigram )
for word in msg_tokens
i f word not inham_tokens
ham_tokens [word] =1
el se:
ham_tokens [word] +=1
ham_ n +=1
# reset the cache
train_cache = {}
return (spam_tokens , spam_n, ham_tokens , ham_n, train_cache )

def calc_prob (train_corpus , word ):
""" Calculate the f(w) value of the specified word given the
training corpus.

train_corpus: a tuple containing the training corp us. The
tuple must
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consist of spam_tokens, spam_n, ham_tokens, ham_n,
train_cache.
word: the word that will be tested
# dettach the tuple
spam_tokens , spam_n, ham_tokens , ham_n, train_cache =
train_corpus
# set f_w to the default value
f w =options .DEFAULT_F W
# must lower case
word =word . lower ()
# First check if f_w is cached
i f word not intrain_cache .keys():
# not cached so we calculate the value
# apply f(w) formula
# Is the word in the spam tokens
i f word inspam_tokens . keys ():
s =options .S

X =options .X
s w =float (spam_tokens [word]) / spam_n
hw =00
i f word inham_tokens .keys ():
h_w =float (ham_tokens [word]) / ham_n
pw =sw / (hw+sw)
n =float (spam_tokens [word])

i f word inham_tokens .keys ():
n +=float (ham_tokens [word])
fw =((s*x) +(n*pw))/ (s +n)
# No? then is it in the ham tokens?
elif word inham_tokens .keys():
s =options .S

X =options .X
h w =float (ham_tokens [word]) / ham_n
sw =00
i f word inspam_tokens . keys ():
S W =float (spam_tokens [word]) / spam_n
pri nt "This shouldn't happen"
sys .exit ()
pw =sw / (hw+sw)
n =float (ham_tokens [word])
i f word inspam_tokens . keys ():
n +=float (spam_tokens [word])
fw =((s*x) +(n*pw))/ (s +n)
# cache the value (if the word is not in the trai ning

corpus use the default value)
train_cache [word] =fw

el se:
# retreive value from from cache
f w =train_cache [ word ]
returnf w
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Appendix F

“testa.py” source-code

# This script tests the word-based classifier and t
# the results to a csv file for later analysis.

# ----[ WORD WORD WORD ] ----
i mport sys

i mport csv

i mport os

i mport multiprocessing

i mport tokenizer

i mport trainer

i mport classifier

i mport options

cl ass Wor ker ( multiprocessing . Process ):

""" This class spreads the classification task int
processes

to take advantage of multi-processor PCs.

datal = None

data2 = None

pipe = None

def __init  (self ,datal , data2 , pipe ):
multiprocessing . Process . __init__
self .datal =datal
self .data2 =data2
self . pipe =pipe

def run (self ):
crl = classifier . classify

self . pipe .send(crl)
# We are measuring the following:
#* Spam -> Spam S_S
#*Ham ->HamH_H
#* Ham -> Spam H_S
#*spam->Ham S _H
#* Unsure U
# Eamils are taken from \\train\\spam and .\\train
training
# and from \\test\\spam and .\\test\\nam for testi
# 948 spams for training
# 1950 hams for training
# 948 spams for testing
# 1950 hams for testing
# steps are the following:
# A. 100X spam training 210X ham training

if _name__ =='_main_'
train_corpusl = ()
cl =0
cr2 =0
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train_spam_list = o0s . listdir ("\Mtrain\\spam’ )

train_ham_list = o0s . listdir ("\train\\ham' )
test_spam_list = o0s . listdir ("\test\\spam' )
test_ham_list =o0s . listdir ("\test\\ham' )
assert (len (train_spam_list ) ==948)

assert (len (train_ham_list ) ==1950)

assert (len (test_spam_list ) ==948)

assert (len (test_ham_list ) ==1950)

f =open ('results-a-a.txt' W)

fp =open ('results-fp-a.txt' W)

cwriter =csv . writer (f)

cwriter . writerow (['S_S1' ,'S_H1' ,'H_S1' ,'H_H1' ,'Ul' ,'i+10' ])
progress =0

total_progress =0

# the range tests i to i+99
pri nt 'Starting Step A\nTraining the initial corpora...'

pl c, pl_s = multiprocessing . Pipe ()

p2_c , p2_s = multiprocessing . Pipe ()

train_corpusl =trainer . create_train_corpus (None, None, False )
print '...Done'

fori inrange (0, 948 , 100 ):
#increment spam corpus
pri nt 'Adding 100 spam, 210 ham emails to the training

corpus...'
for p inrange (0, 210):
i f len (train_ham_list ) >int (p+i*2.1):
msg_fl =
open ( {OH1K2} . format ('\\train\\ham' , 0S. sep, train_ham_list [int (p+
i*2.1)]), T )
msg_txtl =msg_fl . read ()
msg_fl . close ()
train_corpusl =
trainer . add_to_train_corpus (train_corpusl , trainer .HAM msg_txtl
False )
for p inrange (0, 100):
i f len (train_spam_list ) >p+i:
msg_f1 =
open ( {OH1K2} . format ('.\\train\\spam' , 0S. sep, train_spam_list [ p+i]
). )
msg_txtl =msg_fl .read ()
msg_fl . close ()
train_corpusl =
trainer . add_to_train_corpus (train_corpusl , trainer . SPAM msg_txtl
False )
trainer . save_train_corpus ('train-corpus-a-i-
{0}.dat" .format (i), train_corpusl )
print '...Done'
#test the spam
pri nt 'Testing Spam...'
progress =0
S S1 =0
S H1 =0
ui =0
for p inrange (0,948, 2):
msg_f =
open ('{OH1K2} . format ('.\\test\\spam' , 0S. sep, test_spam_list [p]),
lrl )
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msg_text =msg_f . read ()
msg_f . close ()

msg_f2 =
open ( {OH1K2} . format ('.\\test\\spam’ , 0S. sep, test_spam_list [p+1]),
o)
msg_text2 =msg_f2 .read ()
msg_f2 . close ()
c5 = Worker (train_corpusl , msg_text ,pl c)
c6 =Worker (train_corpusl , msg_text2 , p2_c)
c5 .start ()
c6 .start ()
crl =pl_s .recv ()
cr2 =p2_s .recv ()
c6 .join ()
c5 .join ()
i f crl == classifier . SPAM
S S1 +=1
elif crl == classifier . HAM
S H1I +=1
elif crl == classifier . UNSURE
uir +=1
i f cr2 == classifier . SPAM
S S1 +=1
elif cr2 ==classifier . HAM
S H1I +=1
elif cr2 ==classifier . UNSURE
ui +=1
progress +=2
pri nt \rStep progress: %{0:4.2}\tTask progress:
%{1:4.2} ' . format ((float (total_progress )/948) * 100,

(float (progress )/948)*100),
#test the ham
print ‘\r..Done

print 'Testing Ham...'

progress =0
HS1 =0
HH1 =0
for p inrange (0, 1950, 2):
msg_f =
open ( {OH1K2} . format ('.\\test\ham' , 0S. sep, test_ham_list [pr]).
lrl )
msg_text =msg_f . read ()
msg_f . close ()
msg_f2 =
open ( {OH1K2} . format ('.\\test\ham' , 0S. sep, test_ham_list [ p+1]),
o)
msg_text2 =msg_f2 .read ()
msg_f2 . close ()
c7 =Worker (train_corpusl , msg_text ,pl c)
c8 = Worker (train_corpusl , msg_text2 , p2_c)

c7 .start ()
c8 .start ()

crl =pl_s .recv ()
cr2 =p2_s .recv ()
c8 .join ()
c7 .join ()
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i f crl == classifier . SPAM

HS1 +=1
fp . write ('\\testWham\\{O}r\n' . format (test_ham_list
fp . flush ()
elif crl == classifier . HAM
H H1L +=1
elif crl == classifier . UNSURE
Ul +=1
i f cr2 == classifier . SPAM
H S1 +=1
fp . write ("\testWham\\{O}r\n' . format (test_ham_list
fp . flush ()
elif cr2 ==classifier . HAM
HH1L +=1
elif cr2 == classifier . UNSURE
Ul +=1
progress +=2
pri nt \rStep progress: %{0:4.2)\tTask progress:
%{1:4.2} ' . format ((float (total_progress )/948) * 100,

(float (progress )/1950)*100),
print ‘\r..Done
# Writer results to file
cwriter .writerow ([S_S1,S H1, H_S1, H HL Ul i +10])
f .flush ()
pri nt 'Results written to file...'
total_progress +=100
pri nt 'Experiment complete! :)'
f . close ()
fp . close ()
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Appendix G

“testb.py” source-code

# This script tests the trigram-based classifier an d then stores
# the results to a csv file for later analysis.

# ----[ TRIGRAM TRIGRAM TRIGRAM ] ----
i mport sys

i mport csv

i mport os

i mport multiprocessing

i mport tokenizer

i mport trainer

i mport classifier

i mport options

cl ass Wor ker ( multiprocessing . Process ):
datal = None
data2 = None

pipe = None
def __init  (self ,datal , data2 , pipe ):
multiprocessing . Process . __init__ (self )

self .datal =datal
self .data2 =data2
self . pipe = pipe
def run (self ):
crl = classifier . classify  (self .datal , self .data2 , True )

self . pipe .send(crl)
# We are measuring the following:
#* Spam -> Spam S_S
#* Ham -> Ham H_H
#*Ham -> Spam H_S
#*spam->Ham S _H

#* Unsure U

# Eamils are taken from \\train\\spam and .\\train \\ham for
training

# and from \\test\\spam and .\\test\\nam for testi ng

# 948 spams for training

# 1950 hams for training

# 948 spams for testing

# 1950 hams for testing

# steps are the following:

# B. 100X spam training 210X ham training

if _name__ =='_main_'
train_corpusl = ()
cl =0
cr2 =0
train_spam_list = o0s . listdir ("\Mtrain\\spam’ )
train_ham_list = o0s . listdir ("\train\\ham' )
test_spam_list = o0s . listdir ("\test\\spam' )
test_ham_list =o0s . listdir ("\test\\ham' )
assert (len (train_spam_list ) ==948)
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assert (len (train_ham_list ) ==1950)

assert (len (test_spam_list ) ==948)

assert (len (test_ham_list ) ==1950)

f = open ('results-a-b.txt' , W)

fp =open ('results-fp-b.txt' , W)

cwriter =csv . writer (f)

cwriter . writerow (['S_S1' ,'S H1' ,'H_S1' ,'H_H1' ,'U1' ,'i+10" 1])
progress =0

total_progress =0

# the range tests i to i+99
pri nt 'Starting Step A\nTraining the initial corpora...'

pl c, pl_s = multiprocessing . Pipe ()
p2_c , p2_s = multiprocessing . Pipe ()
train_corpusl =trainer . create_train_corpus (None, None, True )

print '...Done'
fori inrange (0, 948 , 100 ):
#increment spam corpus
pri nt 'Adding 100 spam, 210 ham emails to the training

corpus...'
for p inrange (0, 210):
i f len (train_ham_list ) >int (p+i*21):

msg_fl =
open ({OH1K2} . format ('.\\train\\ham' , 0S. sep, train_ham_list [int (p+
i*2.1)]), T )

msg_txtl =msg_fl .read ()

msg_fl . close ()

train_corpusl =
trainer . add_to_train_corpus (train_corpusl , trainer .HAM msg_txtl
True)

for p inrange (0, 100):
i f len (train_spam_list ) >p+i:

msg_f1 =
open ( {OH1K2} . format ('.\\train\\spam' , 0S. sep, train_spam_list [ p+i]
).

msg_txtl =msg_fl . read ()

msg_fl . close ()

train_corpusl =
trainer . add_to_train_corpus (train_corpusl , trainer . SPAM msg_txtl ,
True )

trainer . save_train_corpus ('train-corpus-b-i-

{0}.dat" .format (i), train_corpusl )
print '...Done'
#test the spam
pri nt 'Testing Spam...'

progress =0
S S1 =0
S H1 =0
ui =0
for p inrange (0,948, 2):
msg f =
open ({OH1K2} . format ('.\\test\\spam' , 0S. sep, test_spam_list [p]),
o)
msg_text =msg_f . read ()
msg_f . close ()
msg_f2 =
open ('{OH1K2} . format ('.\\test\\spam' , 0S. sep, test_spam_list [p+1]),
lrl )
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msg_text2 =msg_f2 .read ()
msg_f2 . close ()
c5 =Worker (train_corpusl , msg_text ,pl c)
c6 = Worker (train_corpusl , msg_text2 , p2_c)
c5 .start ()
c6 .start ()
crl =pl_s .recv ()
cr2 =p2_s .recv ()
c6 .join ()
c5 .join ()
i f crl == classifier . SPAM
S S1 +=1
elif crl == classifier . HAM
S H1I +=1
elif crl == classifier . UNSURE
Ul +=1
i f cr2 == classifier . SPAM
S S1 +=1
elif cr2 == classifier . HAM
S H1I +=1
elif cr2 == classifier . UNSURE
Ul +=1
progress +=2

pri nt \rStep progress: %{0:4.3}\tTask progress:

%{1:4.3} '

(float

open ({0{1H2}
o

)

open (' {0}{1H2}

ro)

. format ((float
(progress )/948)*100),

#test the ham
print ‘\r..Done

print 'Testing Ham...'

progress =0
HS1 =0
H_H1L =0
for p inrange (0, 1950, 2):
msg f =

. format ("\test\\ham'

msg_text =msg_f . read ()
msg_f . close ()
msg_f2 =

. format ('.\\test\ham'

msg_text2 =msg_f2 .read ()
msg_f2 . close ()
c7 =Worker (train_corpusl , msg_text ,pl c)
c8 =Worker (train_corpusl , msg_text2 , p2_c)
c7 .start ()
c8 .start ()
crl =pl_s .recv ()
cr2 =p2_s .recv ()
c8 .join ()
c7 .join ()
i f crl == classifier . SPAM
HS1 +=1

fp . write ('\\testWham\\{O}\r\n'
fp . flush ()
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, 0S. sep, test_ham_list

, 0S. sep, test_ham_list

. format (test_ham_list

(pl).

[p+1]),

[p]))



elif crl1 == classifier . HAM

HH1L +=1

elif crl == classifier . UNSURE
uir +=1

i f cr2 == classifier . SPAM
HS1 +=1

fp . write ('\\testWham\\{O}\r\n' . format (test_ham_list [p+1]))

fp . flush ()

elif cr2 ==classifier . HAM
H H1L +=1

elif cr2 ==classifier . UNSURE
ui +=1

progress +=2
pri nt \rStep progress: %{0:4.3}\tTask progress:
%{1:4.3} ' . format ((float (total_progress )/948) * 100,

(float (progress )/1950)*100),
print ‘\r..Done
# Writer results to file
cwriter . writerow ([ S_S1,S_H1,H_S1, H H1 Ul i +10])
f .flush ()
pri nt 'Results written to file...'
total_progress +=100
pri nt 'Experiment complete! :)'
f . close ()
fp .close ()

Page 62



Appendix H

“options.py” source-code
i mport pickle

IS_TRIGRAM = False # Are we using trigram tokenization
FILTER_PATTERN = rs|["wW\$N\-\%\T # filtering pattern to remove

from words

MIN_WORD_SINGLE= 3 # the minimum char length of words in word-based
tokens

MAX_WORD_SINGLE 12 # the maximum char-length of words in word-
based tokens

MIN_WORD_TRIGRAM 0 # the minimum char length of words in trigram-
based tokens

MAX_WORD_TRIGRAM12 # the maximum char length of words in trigram-
based tokens

MAX_FILTER_NON_ALNUM 3 # the maximum char length of words in
trigram-based tokens to filter out

DEFAULT_F_W= 0.5 # the default f(w) value when a word does not

exist in the corpus

S =0.45 # the strength of the f(w) calculation

X = 0.5 # the assumed probability of f(w) must match D EFAULT_F W
SPAM_CUTOFF= 0.683 # the spam cutoff value currently set at +1 S.D.
from DEFAULT_F W

HAM_CUTOFF= 0.317 # the ham cuttoff value currently set at -1 S.D.

from DEFAULT_F W

def load_options 0):
""" load options from presistant storage
f =open ('options.dat' , bt )
iff:
opt =pickle .load (f)
f .close ()
IS TRIGRAM, FILTER_PATTERN, MIN_WORD_SINGLE MAX_WORD_SINGLE
MIN_WORD_TRIGRAMMAX_WORD_TRIGRAMMAX_FILTER_NON_ALNUM
DEFAULT_F W
S, X, SPAM_CUTOFF HAM_CUTOFF= opt

def save_options ():
""" Saves options to presistant storage

f =open ('options.dat' , 'wb' )
iff:
opt =IS_TRIGRAM, FILTER_PATTERN, MIN_WORD_SINGLE
MAX_WORD_SINGLE
MIN_WORD_TRIGRAM MAX_WORD_TRIGRAM
MAX_FILTER_NON_ALNUMDEFAULT_F W
S , X, SPAM_CUTOFF HAM_CUTOFF
pickle . dump(opt, f )
f .close ()
return True
r et urn False

def set option (option , value ):
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""" Sets specific options.

option: the option to set. Possible options are "t
"filter pattern”,

"min single word", "max single word", "min trigram
trigram word",

"max non-alnum filter", "default f(w)", "s", "X",

cutoff", "ham cutoff"
value: the value to set

i f option == "trigram'
IS_ TRIGRAM = value

i f option == 'filter pattern'
FILTER_PATTERN =value

i f option == 'min single word'
MIN_WORD_SINGLE = value

i f option == 'max single word'
MAX_WORD_SINGLE = value

i f option == "min trigram word'
MIN_WORD_TRIGRAM= value

i f option == 'max trigram word'
MAX_WORD_TRIGRAM= value

i f option == 'max non-alnum filter'
MAX_FILTER_NON_ALNUM = value

i f option == "default f(w)'
DEFAULT_F_W-=value

i f option =='s'"
S =value

i f option =="'X'
X =value

i f option == 'spam cutoff'
SPAM_CUTOFF = value

i f option == 'ham cutoff'

HAM_CUTOFF = value
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Appendix |

Raw results from the word-based spam filter test
S S1|S H1|H S1|H H1|ul spam ham {otal 1ecall precision|TCR TCR/9 |TCR/999
429 0 0| 844| 1625 10{ 21] 31| 0.2089 1| 0.5834| 0.5834| 0.58338
640 3 1| 1123] 1131 20| 42| 62| 0.3608]|0.99844| 0.8352| 0.8294| 0.44444
666 13 2| 1283| 934| 30| 63| 93| 0.4129|0.99701| 0.9989| 0.9824| 0.3219
726 12 7| 1215| 938| 40| 84| 124| 0.4332|0.99045| 0.9906| 0.9358| 0.11935
802 41 33| 924] 1135 50| 105| 155/ 0.4132]|0.96048| 0.8089| 0.6602| 0.0278
779 5| 15| 1148| 951| 60| 126/ 186] 0.449/0.98111| 0.9763| 0.8689| 0.05947
767 8 3| 1371| 749 70| 147 217|0.5033| 0.9961| 1.2474| 1.2092| 0.25253
812 4 2| 1442| 638| 80| 168| 248| 0.5585|0.99754| 1.472| 1.4364| 0.35909
813 4 2| 1394| 685 90| 189| 279| 0.5413|0.99755| 1.3719| 1.3409| 0.35281
810 5 1| 1501 581 100[ 210| 310] 0.5802|0.99877| 1.615| 1.5933| 0.59811
810 5 1| 1501 581| 100 210[ 310| 0.5802|0.99877| 1.615| 1.5933| 0.59811
815 6 1| 1516 560 110| 231| 341] 0.5902|0.99877| 1.672| 1.6487| 0.60575
819 5 2| 1467| 605| 120| 252| 372| 0.5731|0.99756| 1.549| 1.5096| 0.3635
806 5 1| 1585 501| 130| 273| 403| 0.6143|0.99876| 1.8698| 1.8408| 0.6299
803 6 1| 1631 457| 140| 294 434| 0.6343|0.99876| 2.0431| 2.0085| 0.64843
792 4 1| 1715| 386 150| 315| 465| 0.6701]|0.99874| 2.4246| 2.3759| 0.68251
781 3 1| 1732 381| 160| 336/ 496/ 0.6704|0.99872| 2.4623| 2.4122| 0.68547
785 4 1| 1751| 357| 170| 357| 527| 0.685|0.99873| 2.6188| 2.5622| 0.69706
796 4 1| 1756 341| 180 378 558/ 0.6976|0.99875| 2.7399| 2.678| 0.70536
803 4 1| 1731 359| 190 399 589| 0.6887|0.99876| 2.6044| 2.5484| 0.69604
814 3 2| 1704| 375| 200| 420| 620| 0.6829]|0.99755| 2.4947| 2.3939| 0.39899
814 3 2| 1704| 375| 200| 420| 620| 0.6829|0.99755| 2.4947| 2.3939| 0.39899
830 3 2| 1672| 391| 210| 441| 651| 0.6781| 0.9976| 2.3939| 2.301| 0.39632
821 3 2| 1695| 377| 220| 462| 682| 0.6836(0.99757| 2.4817| 2.3819| 0.39865
845 3 3| 1524| 523| 230 483] 713|0.6163|0.99646| 1.7921| 1.7143| 0.26909
852 3 1| 1516 526 240 504| 744]| 0.6169]0.99883| 1.7887| 1.7621| 0.62042
850 3 2| 1520| 523| 250| 525| 775/ 0.6177|0.99765| 1.7955| 1.7426| 0.37559
853 3 3| 1574| 465| 260| 546| 806| 0.6457| 0.9965| 2.0127| 1.9152| 0.27359
860 3 2| 1562| 471| 270 567 837 0.6447|0.99768| 1.9916| 1.9268| 0.3835
865 2 4| 1593| 434 280| 588| 868[ 0.6649| 0.9954| 2.1545( 2.0085| 0.2139
859 4 3| 1647| 385| 290| 609] 899 0.6883]|0.99652| 2.4184| 2.2788| 0.27998
857 4 3| 1667| 367| 300| 630 930| 0.6979(0.99651| 2.5348| 2.3819| 0.28147
857 4 3| 1667| 367| 300| 630| 930| 0.6979|0.99651| 2.5348| 2.3819| 0.28147
863 4 3| 1679| 349| 310{ 651| 961| 0.7097]|0.99654| 2.6629| 2.4947| 0.28299
856 4 3| 1698 337| 320| 672] 992| 0.7151|0.99651| 2.7558| 2.5761 0.284
844 5 3| 1758| 288| 330| 693| 1023| 0.7423| 0.99646| 3.2027| 2.9625| 0.28815
841 5 3| 1768| 281| 340| 714| 1054 0.7462|0.99645| 3.2803| 3.0288| 0.28876
845 5 3| 1766| 279| 350| 735| 1085| 0.7484|0.99646| 3.3031| 3.0482| 0.28894
844 4 3| 1767| 280 360 756| 1116/ 0.7482]|0.99646| 3.3031| 3.0482| 0.28894
844 4 3| 1775| 272| 370| 777| 1147| 0.7536|0.99646| 3.3978| 3.1287| 0.28964
840 4 4| 1782| 268 380| 798| 1178| 0.7554|0.99526| 3.4348| 3.0779| 0.22212
844 4 4| 1787| 259 390| 819| 1209| 0.7624|0.99528| 3.5506| 3.1706| 0.22259
844 4 5| 1784| 261| 400| 840| 1240| 0.761|0.99411| 3.5111| 3.0581| 0.18023
848 5 8| 1786| 251| 500| 1050{ 1550/ 0.7681] 0.99065| 3.5909| 2.8902| 0.11494
875 3| 13| 1748| 259| 600| 1260| 1860] 0.7696|0.98536| 3.4473| 2.5013| 0.07155
878 2| 12| 1788| 218| 700| 1470| 2170| 0.7996( 0.98652| 4.0862| 2.8902| 0.07765
888 1 1| 1880 128| 800| 1680| 2480| 0.8732|0.99888| 7.2923| 6.8696| 0.84043
898 1 1| 1886| 112 900| 1890| 2790] 0.8882|0.99889| 8.3158| 7.7705| 0.85252
899 1 2| 1882 114| 948| 1950 28958 0.8866[0.99778| 8.1026| 7.1278| 0.44865
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Appendix J

Raw results from the trigram-based spam filter test

S S1|S H1|H S1|H H1|ul spam ham (otal fecall precision|TCR TCR/9 |TCR/999
44 0 0| 154| 2700 10 21 31| 0.016 1| 0.3511| 0.3511| 0.35111
107 15 0| 300 2476 20 42 62| 0.0412 1| 0.3806/ 0.3806| 0.38057
233 20 0| 378| 2267 30 63 93| 0.0925 1| 0.4145| 0.4145| 0.41452
318 20 0| 431| 2129 40 84| 124 0.1289 1| 04411| 0.4411| 0.44114
371 15 0| 492| 2020 50| 105| 155| 0.1542 1| 0.4658| 0.4658| 0.46585
415 15 0| 533 1935 60| 126| 186| 0.1755 1| 0.4862| 0.4862| 0.48615
448 13 0| 625| 1812 70| 147| 217] 0.1971 1| 05195/ 0.5195| 0.51945
462 13 0| 795 1628 80| 168| 248| 0.2197 1| 05777 0.5777| 05777
489 12 1| 764] 1632 90| 189| 279| 0.2293[0.99796| 0.5763| 0.5735| 0.35868
506 10 1| 807| 1574 100| 210| 310 0.2421|0.99803| 0.5981| 0.5951| 0.36702
506 10 1| 807| 1574 100| 210| 310 0.2421|0.99803| 0.5981| 0.5951| 0.36702
514 10 1| 818] 1555 110| 231| 341] 0.2472[0.99806| 0.6054| 0.6023] 0.36973
518 10 1| 822] 1547 120| 252| 372| 0.2496(0.99807| 0.6085| 0.6054| 0.37089
538 10 1| 860| 1489 130| 273| 403]| 0.2641[0.99814| 0.632] 0.6286| 0.3795
544 10 1| 953| 1390 140| 294| 434| 0.2798[0.99817| 0.6767| 0.6728| 0.39516
593 9 1| 1041| 1254| 200| 420| 620| 0.3195(0.99832 0.75| 0.7453| 0.4191
648 14 1| 1270| 965 300| 630| 930| 0.3983[0.99846| 0.9673| 0.9595| 0.47927
686 12 0| 1430 770| 400 840/ 1240| 0.4673 1| 1.2123| 1.2123| 1.21228
707 12 0| 1487| 692 500| 1050| 1550 0.5011 1| 1.3466| 1.3466| 1.34659
735 5 0| 1476 682| 600| 1260 1860| 0.5169 1| 1.3799| 1.3799( 1.37991
751 3 0| 1558| 586| 700| 1470| 2170| 0.5604 1| 1.6095| 1.6095| 1.60951
767 1 1| 1685| 444| 800| 1680| 2480| 0.6328| 0.9987| 2.1256| 2.0881| 0.65651
773 1 2| 1713| 409 900| 1890| 2790| 0.6534|0.99742| 2.301] 2.215| 0.39369
773 0 2| 1715| 408| 948 1950| 2898| 0.6545(0.99742| 2.3122| 2.2254| 0.39401
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